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1 Foreword 1 

The Electronic Communications Security Measures (ECSMs) have been produced by the 2 

Electronic Communications Security Measures working group convened by the Irish National 3 

Cyber Security Centre (NCSC), which forms part of the Department of the Environment, 4 

Climate and Communications (DECC); and with the support of the Commission for 5 

Communications Regulation (ComReg). Industry participation in the WG has involved 6 

network operators, including the Mobile Network Operators (MNO) which have been 7 

awarded 5G licences, and selected fixed line operators.      8 

This ECSM is part of a series of documents listed below: 9 

Title Subject 

ECSM 001 
General 

ECSM 002 
Risk Management 

ECSM 003 
Physical and Environmental Security 

ECSM 004 
Training, Awareness and Personnel Security 

ECSM 005 
Network Management & Access Control 

ECSM 006 
Signalling Plane Security 

ECSM 007 
Virtualisation Security 

ECSM 008 
Network, Monitoring and Incident Response 

ECSM 009 
Supply Chain Security 

ECSM 010 
Diversity, Resilience & Continuity 

… 
… 

 10 
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2 Introduction 11 

Ireland’s modern digitally connected society and economy is highly dependent on reliable 12 

and secure electronic communications networks and services (ECN and ECS respectively). 13 

They form the backbone of much of Ireland’s critical national infrastructure providing 14 

connectivity to the essential services upon which citizens rely, such as healthcare providers, 15 

energy providers, financial institutions, emergency services and public administration. It is of 16 

paramount importance that these vital networks and services are protected from the full 17 

range of threats with an appropriate level of technical and organisation security measures. 18 

The ECSM Working Group convened on the 08th 09th and 10th of September to discuss 19 

matters concerning Risk Management. The group heard from experts in the field of risk 20 

management and held focussed discussions on the risks, challenges and best practices 21 

associated with Risk Management as it pertains to electronic communications networks. 22 

ECSM 002 –Risk Management has been developed by the NCSC informed by those 23 

meetings.. 24 

3 Scope 25 

The risk assessment principles set out in this ECSM are applicable to all undertakings 26 

providing public Electronic Communications Networks and Electronic Communications 27 

Services.   28 

The legislative basis for the ECSMs is set out in ECSM 001- General 29 

4 References 30 

Document Title 

ENISA Guideline on Threats and Assets, Technical guidance 

on threats and assets in Article 13a 

ISO 27005 Information technology — Security techniques — 

Information security risk management 

ISO 31000 Risk Management- Guidelines 

ISO 60812 Failure Modes and Effects Analysis (FMEA) 
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NIST SP 800-30 Guide for Conducting Risk Assessments 

NIST SP 800-39 Managing Information Security Risk 

  31 

5 Definitions, Symbols and Abbreviations 32 

5.1 Definitions 33 

Document Title 

Board A group of individuals appointed to represent 

shareholders in the governance of an organisation. 

Senior Management  A group of individuals responsible for making the 

management and executive decisions of an 

organisation. 

Risk Appetite The amount and type of risk that an organisation is 

prepared to take. 

Risk Assessment The process of identifying, estimating and prioritising 

risks. 

Risk Management The programme and supporting processes to manage 

risk. 

Risk Rating An assessment of risk based on the likelihood of an 

event occurring (from most unlikely to most likely) and 

the severity of the impact if the event does occur (from 

trivial impact to major impact). 

5.2 Symbols 34 

Nil 35 

5.3 Abbreviations 36 

Document Title 

ComReg Commission for Communications Regulation 
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DECC Department of the Environment, Climate and 

Communications 

ECN Electronic Communications Network 

ENISA European Union Agency for Cyber Security 

ECSM Electronic Communications Security Measure 

MNO Mobile Network Operator 

NCSC National Cyber Security Centre 

 37 
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6 Overview of Risk 39 

Working Every year there are hundreds of million telecommunications user hours lost in the 40 

EU due to outages caused by network incidents, in 20201 there were 2798 million user hours 41 

lost in 171 major incidents. Electronic Communications Networks are subject to a wide range 42 

of risks and threats such as climate and severe weather events, physical attacks, 43 

cyberattacks, supply chain disruptions, power outages, hardware failures, failed software 44 

update processes, loss of skilled personnel, cable cuts, theft, vandalism, etc. Further 45 

information on these threats is available in ENISA’s publication “Guideline on Threats and 46 

Assets”2.   47 

While some outages may be unavoidable, for example, those caused by severe climatic 48 

conditions, their impact can be greatly reduced, and other types of incidents can be entirely 49 

avoided, or their number greatly reduced by effective risk management processes being 50 

implemented by network operators.   51 

Risk assessment is one of the fundamental components of risk management, a good risk 52 

assessment process ensures that all risks in scope are identified, rated, and prioritised. All 53 

identified risks are recorded and managed as part of the process; treatment of risk is guided 54 

by the operator’s obligations and organisational risk appetite. An effective risk management 55 

process allows operators to approach their risks in a consistent and easily repeatable way, 56 

allowing the organisation to make informed decisions, and reduce the likelihood and impact 57 

of adverse events.  58 

 59 

Many of the security measures set out in the subsequent ECSM series rely on operators 60 

having a comprehensive, coherent, and consistent risk management process. Thus, an 61 

effective risk management process is the cornerstone to a successful implementation of the 62 

security measures set out in this series of documents. 63 

  64 

                                                
1
 https://www.enisa.europa.eu/topics/incident-reporting/cybersecurity-incident-report-and-analysis-

system-visual-analysis/visual-tool  

2
 Technical Guideline on Threats and Assets — ENISA (europa.eu) 

https://www.enisa.europa.eu/topics/incident-reporting/cybersecurity-incident-report-and-analysis-system-visual-analysis/visual-tool
https://www.enisa.europa.eu/topics/incident-reporting/cybersecurity-incident-report-and-analysis-system-visual-analysis/visual-tool
https://www.enisa.europa.eu/publications/technical-guideline-on-threats-and-assets
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7 Security Measures 65 

The operator should implement the Risk Management Security Measures in a manner that is 66 

customised to be appropriate and proportionate to the organisation. 67 

Measure Description 

RA.01 Risk management shall be fully supported at Board level, support decision 

making and be an integral part of day-to-day operations.  It shall be 

implemented uniformly and the level of governance and oversight shall be 

appropriate and proportionate to the priority of identified risks. 

RA.02 Risk management shall be implemented according to best practice, aligned to 

internationally recognised standards and guidance, adapted to the needs of the 

organisation, with a clearly documented methodology that is communicated to 

all levels in the organisation. 

RA.03 Board, senior management and key personnel shall develop and communicate 

a clear understanding of the organisation’s risk appetite to relevant personnel, 

both to determine which objectives to pursue and to manage those objectives 

within the organisation’s appetite for risk. 

RA.04 Risks at operational level shall be identified, assessed, managed, and recorded 

in a standardised format and where necessary these risks should be escalated 

to Board or senior management as appropriate for a decision on risk treatment. 

RA.05 Risk assessment(s) shall be carried out by a cross functional team relevant to 

the area being assessed, with diverse knowledge of the equipment, process, 

product, or service in order to base the work on the best possible information. 

RA.06  Stakeholders shall be identified, and roles and responsibility shall be defined 

within the team carrying out the risk assessment.    

RA.07 The scope of individual risk assessments within a risk management process 

shall be clearly defined. 

RA.08 Risks arising from vulnerabilities in and threats to systems, processes or 

equipment within the scope of the risk assessment shall be identified. 
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RA.09 Risks shall be rated and scored using a consistent methodology based on the 

likelihood of a threat event occurring and its impact. 

RA.10 Risk treatment plans (Accept, Avoid, Mitigate, Share, Transfer) shall be put in 

place and implemented.    

RA.11 All risk management activity shall be communicated and reported upon 

effectively within the organisation to ensure that awareness of risk is brought to 

the attention of the appropriate personnel and management. 

RA.12 Risk assessment shall be implemented on a regular basis but at least once a 

year to take into account the dynamic nature of risk. 

 68 

  69 
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8 Implementation Guidance 70 

8.1 Risk Management Standards 71 

There are a number of risk management standards available to operators that provide 72 

methodologies to assess and rate risks posed to the security and integrity of their networks 73 

including but not limited to those covered in this section. The underlying principles for all of 74 

these standards are largely the same, risks are identified, assessed, rated, treated, 75 

mitigated, and monitored.  Risk Assessment is an ongoing process that requires frequent 76 

review and updating as operating conditions and demands on networks change and evolve. 77 

The security measures set out in the ECSM series rely on operators having a 78 

comprehensive, coherent, and consistent risk management process. Thus, an effective risk 79 

management process is the cornerstone to a successful implementation of the security 80 

measures set out in this series of documents. 81 

 82 

 83 

Figure 1 - The role of Risk Management in ECSM implementation 84 

 85 

The following standards provide detailed guidance and may be used by operators in 86 

implementing the principles set out in section 7. 87 

8.1.1 ISO 31000 Risk Management Principles and Guidelines 88 

ISO - ISO 31000 — Risk management 89 

https://www.iso.org/iso-31000-risk-management.html


10 

 

A guide to the design, implementation, and maintenance of risk management. It provides 90 

principles and generic guidelines to assist organisations in establishing, implementing, 91 

operating, maintaining, and continually improving their risk management framework. 92 

ISO 31000 § 4 outlines the principles that should be taken into consideration when setting 93 

up a risk management framework within an organisation.  It states that risk management 94 

should be an integral part of an organisation and implemented at all levels within the 95 

organisation. It should be well structured, comprehensive, and applied in a manner 96 

proportionate to the organisation. The process should include all stakeholders transparently 97 

to get as wide as possible breath of knowledge and awareness of risk management.  It 98 

needs to be dynamic and have the ability to adapt and improve as new risks emerge or 99 

lessons are learned from experience. 100 

 101 

8.1.2 ISO 270xx Information Security Management Systems (Series 102 

of Documents) 103 

ISO - ISO/IEC 27000 – International Standard for information security 104 

This is a series of standards that provide requirements for establishing, implementing, 105 

maintaining, and continually improving an information security management system within 106 

an organisation.    107 

ISO 27005 provides guidelines for information security risk management in an organisation.  108 

A summary of the main steps is given in this section; please refer to the document for the full 109 

text. 110 

1. Establish the context of a risk management process (ISO 27005 § 7.1)      111 

Specification of basic criteria, scope, boundaries, and the organisation of the information 112 

security risk management process. 113 

2. Basic criteria to be considered (ISO 27005 §7.2) 114 

Basic criteria include risk management approach, risk evaluation criteria, impact criteria and 115 

risk acceptance criteria. 116 

3. Scope and boundaries (ISO 27005 §7.3) 117 

The scope of the risk management process needs to be defined to ensure that all relevant 118 

assets are considered in the risk assessment.  In addition, the boundaries need to be 119 

identified to address those risks that can arise through these boundaries.  120 

4. Organisation for information security risk management. (ISO 27005 §7.4) 121 

https://shop.standards.ie/en-ie/standards/i-s-en-iso-iec-27000-2020-880418_saig_nsai_nsai_2821009/?source=predictive
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The organisation and responsibilities for the risk management process should be set up, 122 

maintained approved and supported by the appropriate level of management in an 123 

organisation. 124 

5. Risk Identification (ISO 27005 §8.2) 125 

Determine what can happen to cause a potential loss and gain an insight into how, where, 126 

and why loss can happen. Identify assets, threats, existing controls, and consequences of 127 

possible incident scenarios.  128 

6. Risk Analysis (ISO 27005 §8.3, Annex B,) 129 

Analyse and score the impact of possible incidents and their likelihood, considering the value 130 

of the assets involved.  131 

7. Risk Evaluation (ISO 27005 §8.4, Annex E) 132 

Evaluate and prioritise risk based on scoring from risk analysis and risk acceptance criteria 133 

(decided at point 2 above).  134 

8. Risk Treatment (ISO 27005 §9, Annex F) 135 

Select controls to reduce, retain, avoid, or share the risks based on the outcome if the risk 136 

assessment considering cost and benefit.  Define a risk treatment plan, it may involve a 137 

combination of controls.  The output of this step is a risk treatment plan with residual risks 138 

subject to acceptance by management. 139 

9. Risk Acceptance (ISO 27005 §10) 140 

It may be necessary to accept levels of residual risk that do not meet risk acceptance criteria 141 

for reasons such as cost of risk modification.   The decision to accept risks and 142 

responsibilities should be made and formally recorded.   143 

The output of this step is a list of accepted risks with justification for those that do not meet 144 

the organisation’s normal risk acceptance criteria. 145 

10. Communication and Consultation (ISO 27005 §11) 146 

Information about risk management should be shared with all stakeholders to support 147 

decision making within the organisation.  It also increases awareness of risk and collects 148 

new risk information for ongoing risk assessment.  The goal of this step is to achieve an 149 

ongoing understanding of an organisation’s risk management process and results. 150 

11. Monitoring and review (ISO 27005 §12) 151 
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Risks (threats, vulnerabilities, likelihood, and consequences) can change abruptly without 152 

warning.  Therefore, constant monitoring to detect these changes and regular review of the 153 

risk assessment is needed. 154 

 155 

8.1.3 ISO 60812 Failure Mode and Effect Analysis 156 

IEC 60812:2018 | IEC Webstore 157 

The purpose of failure modes and effects analysis (FMEA) is to establish how items or 158 

processes might fail to perform their function so that any required treatments could be 159 

identified.  This document is applicable to hardware, software, processes including human 160 

action, and their interfaces, in any combination.  ISO 60812 explains how failure modes and 161 

effects analysis (FMEA) is planned, performed documented and maintained.   162 

A summary of the main steps in the process is given in this section, please refer to the 163 

document for the full text. 164 

1. Team performing the FMEA (ISO 60812 §4.2) 165 

Assemble a cross-functional team of people with diverse knowledge about the process, 166 

product, or service. 167 

2. Plan the FMEA (ISO 60812 §5.2) 168 

a) Identify the scope, boundaries, and scenarios of the FMEA, 169 

b) Define decision criteria for treatment of failure modes, 170 

c) Define the format of the output documentation, 171 

d) Identify the resources needed to perform the analysis. 172 

3. Perform the FMEA (ISO 60812 §5.3, Annex B) 173 

a) Sub divide items or processes into elements, 174 

b) Identify functions and performance standards for each element, 175 

c) Identify failure modes, 176 

d) Identify detection methods and existing controls, 177 

e) Identify local and final effects of failure modes, 178 

f) Determine ratings for Severity (S) and Occurrence (O) for each failure mode 179 

root cause, 180 

https://webstore.iec.ch/publication/26359
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g) Determine effectiveness of existing control measures to detect failures before 181 

the customer is affected (D), 182 

h) Evaluate relative importance of failure modes based on S, O and D 183 

 Criticality   = S x O 184 

 Risk Priority number  = S x O x D 185 

4. Document the FMEA (ISO 60812 §5.4, Annex C, Annex F.) 186 

The analysis should be reported as agreed in the planning stage 187 

An example of and FMEA report content is given in Annex C and Annex F 188 

 189 

8.1.4 NIST SP 800-39 Managing Information Security Risk 190 

Managing Information Security Risk | NIST 191 

NIST Special Publication 800-39 is the flagship document in the series of information 192 

security standards and guidelines developed by NIST in response to the US Federal 193 

Information Security Management Act (FISMA). 194 

A summary of the main steps in the process is given in this section, please refer to the 195 

document for the full text. 196 

 Components of Risk Management (NIST SP 800-39 § 2.1) 197 

Risk management is a comprehensive process that requires organisations to:  198 

(i) Frame risk (i.e., establish the context for risk-based decisions).  199 

(ii) Assess risk.  200 

(iii) Respond to risk once determined.  201 

(iv) Monitor risk on an ongoing basis using effective organisational 202 

communications and a feedback loop for continuous improvement in the risk-203 

related activities of organisations. 204 

(v) Consider external risk relationships (e.g., partner organisations, suppliers, 205 

customers) 206 

 Multi-tiered Risk Management (NIST SP 800-39 § 2.2) 207 

To integrate the risk management process throughout the organisation, a three-tiered 208 

approach is employed that addresses risk at the:  209 

https://www.nist.gov/publications/managing-information-security-risk-organization-mission-and-information-system-view
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(i) Organisation level.  210 

(ii) Mission/business process level. 211 

(iii) Information system level. 212 

The risk management process is carried out seamlessly across these tiers with the overall 213 

objective of continuous improvement in the organisations risk management activities. 214 

 215 

Figure 2 - NIST Tiered approach to risk assessment 216 

 Tier 1 Organisation View (NIST SP 800-39 § 2.3) 217 

Governance is the set of responsibilities and practices exercised by those responsible for an 218 

organisation. It provides oversight for the risk management activities and includes:  219 

(i) The establishment and implementation of a risk executive (function).  220 

(ii) The establishment of the organisation’s risk management strategy including the 221 

determination of risk tolerance.  222 

(iii) The development and execution of organisation-wide investment strategies for 223 

information resources and information security. 224 

 Tier 2 Mission/Business process View (NIST SP 800-39 § 2.4) 225 
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Tier 2 addresses risk from a mission/business process perspective by designing, developing, 226 

and implementing mission/business processes that support the missions/business functions 227 

defined at Tier 1. 228 

(i) Identification and establishment of risk aware mission/business processes, 229 

(ii) Enterprise Architecture, create a disciplined and structured approach for managing 230 

information technology assets, 231 

(iii) Information security architecture is an integral part of an organisation’s enterprise 232 

architecture.  233 

 Tier 3 Information Systems View (NIST SP 800-39 § 2.5) 234 

In addition to the risk management activities carried out at Tier 1 and Tier 2, risk 235 

management activities are also integrated into the system development life cycle of 236 

information systems at Tier 3. 237 

The risk management activities at Tier 3 reflect the organisation’s risk management strategy 238 

and any risk related to the cost, schedule, and performance requirements for individual 239 

information systems supporting the mission/business functions of organisations.  Risk 240 

management activities take place at every phase in the system development life cycle with 241 

the outputs at each phase influencing subsequent phases.   242 

(i) Initiation phase 243 

(ii) Development /acquisition phase 244 

(iii) Implementation phase 245 

(iv) Operations maintenance phase 246 

(v) Disposal phase 247 

 Trust and Trustworthiness (NIST SP 800-39 § 2.6) 248 

Trust is an important concept related to risk management. How organisations approach trust 249 

influences their behaviours and their internal and external trust relationships. 250 

(i) Establishing Trust among organisations 251 

(ii) Trust worthiness of information systems 252 

 Organisational Culture (NIST SP 800-39 § 2.7) 253 
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Organisational culture refers to the values, beliefs, and norms that influence the behaviours 254 

and actions of the senior leaders/executives and individual members of organisations. 255 

There is a direct relationship between organisational culture and how organisations respond 256 

to uncertainties and the potential for near-term benefits to be the source for longer-term 257 

losses. 258 

 The Process 259 

The risk assessment process is given in chapter 3 of NIST SP 800-39 and is outlined below 260 

Figure 3 - NIST Risk Assessment Process 261 

 Risk Framing 262 

1 Identify assumptions that affect how risk is assessed 263 

2 Identify constraints on the conduct of risk assessment, risk response, and risk 264 

monitoring activities within the organisation, 265 

3 Identify the level of risk tolerance for the organisation 266 

4 Identify priorities and trade-offs considered by the organisation in managing risk 267 

 Risk Assessment 268 

5 Identify threats to and vulnerabilities in organisational information systems and 269 

the environments in which the systems operate. 270 
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6 Determine the risk to organisational operations and assets, individuals, other 271 

organisations, and the Nation if identified threats exploit vulnerabilities using the 272 

likelihood and impact of an incident. 273 

 Responding to Risk 274 

7 Identify alternative courses of action to respond to risk determined during the risk 275 

assessment. (risk acceptance; risk avoidance; risk mitigation; risk sharing; risk 276 

transfer) 277 

8 Evaluate alternative courses of action for responding to risk 278 

9 Decide on the appropriate course of action for responding to risk 279 

10 Implement the course of action selected to respond to risk 280 

11 Develop a risk monitoring strategy for the organisation that includes the purpose, 281 

type, and frequency of the monitoring activities. 282 

 Risk Monitoring 283 

12 Monitor organisational information systems and environments of operation on an 284 

ongoing basis to verify compliance, determine effectiveness of risk response 285 

measures, and identify changes. 286 

 287 

8.1.5 NIST SP 800-30 Guide for Conducting Risk Assessments 288 

SP 800-30 Rev. 1, Guide for Conducting Risk Assessments | CSRC (nist.gov) 289 

This is a similar document to NIST SP 800-39, its purpose is to provide guidance for 290 

conducting risk assessments, amplifying the guidance in Special Publication 800-39.    291 

Chapter 2 provides more detail on  292 

 Key risk concepts such as threats, vulnerabilities, likelihood, and impact  293 

 Approaches to assessment and analysis of risk 294 

 Effects of organizational culture on risk assessments 295 

 Application of tiered approach to risk assessment 296 

 Risk communication and information sharing 297 

Chapter 3 provides more detail on the risk assessment process as given in SP 800-39, this 298 

is supported by further information and guidance in appendices.  299 

https://csrc.nist.gov/publications/detail/sp/800-30/rev-1/final
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 Appendix D Threat sources 300 

 Appendix E Threat events 301 

 Appendix F Vulnerabilities and predisposing conditions 302 

 Appendix G Likelihood of occurrence 303 

 Appendix H Impact 304 

 Appendix I  Risk Determination 305 

 Appendix J Informing Risk Response 306 

 Appendix K Risk Assessment report templates 307 

 Appendix L Summary of tasks. 308 


