



































































































































































































































Security and Northern Ireland

Principal Officer

Key immediate issues
INDEPENDENT REVIEW OF THE OFFENCES AGAINST THE STATE ACTS

The Independent Review Group to examine the Offences Against the State Acts established
in March 2021 has concluded its work. The Chairperson presented a majority report and a
minority report to the Minister on 16 May 2023. It is intended that the reports would be
brought to Government and published in the coming weeks in advance of the tabling of the
resolutions on the renewal of certain provisions of the OAS Acts (see below).

RENEWAL OF CERTAIN PROVISIONS OF THE OFFENCES AGAINST THE STATE ACTS AND
CRIMINAL JUSTICE ACTS
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Certain provisions of the OASA (Amendment) Act 1998 and the Criminal Justice Acts
considered essential by An Garda Siochdana, are in force until 30 June 2023. Oireachtas
resolutions are required annually in order to renew the provisions. Government approval
was obtained on 23 May 2023 for the moving of the necessary resolutions.

DATA RETENTION - APPLICATION TO HIGH COURT FOR NATIONAL SECUIRTY PURPOSES
Preparations are at an advanced stage for the commencement of the Communications
(Access to Data) (Amendment) Act 2022. It is expected that the commencement order will
be signed before end May 2023 with an operative date in or around 12 June. A key feature
of the new regime is the Minister's power to apply to the High Court for an order requiring
service providers to retain data on a general and indiscriminate basis for national security
purposes for a defined period. As the continued retention of traffic and location data and
the ability of An Garda Siochana and the Defence Forces to access such data for national
security purposes is dependent on the granting of such an order it is advisable that any
application be made as close in time as possible to the commencement of the Act.

COFPI RECOMMENDATIONS ON NATIONAL SECURITY

The Commission on the Future of Policing in Ireland (CoFPl) made a number of
recommendations for the future development of the National Security Framework.

The main consideration for the Commission is to ensure that the intelligence arrangements
for the State are fully integrated and are appropriately organised to meet the modern
security challenges. Amongst the recommendations made by the Commission are a number
of key recommendations for this Department to progress as part of the policing reform
programme and new security legislation, most notably —

e In the context of the changing threat environment, that the capabilities and resources
of An Garda Siochana in the area of security and intelligence should be augmented.

e The establishment of the role of an Independent Examiner for security legislation to
provide oversight of national security legislation and its operation. The legislative
provisions are included in the Policing, Security and Community Safety Bill.

e Areview of the legal framework within which State agencies operate in the area of
national security.

This last recommendation is being implemented through a number of discrete projects,
most notably the independent and comprehensive review of Offences against the State
legislation (see above) and in bringing into operation the new Communication (Retention of
Data) (Amendment) Act 2022 (see above). In relation to the latter the Minister committed
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to introducing a new consolidated Data Retention Bill in 2023 to address issues such as
targeted retention of data in respect of individuals and critical infrastructure, and to
comprehensively address modern means of communication. The immediate priority is the
commencement of the 2022 Act after which work on the consolidation of the legislation in
this area will be initiated.

A further project is the development of new interception legislation. The nature of
communications has changed significantly since the enactment of the Interception of Postal
Packets and Telecommunications Messages (Regulation) Act 1993, which regulates the
State’s operations in this sensitive area.

The current legislation has not kept pace with the pace of advancement in communications
technology and there are concerns around a “going dark” scenario, where the capacity to
lawfully access communication is affected due to changes in methods of communications,
encryption and other security protections. A review is underway to identify the scope and
nature of the amendments necessary to completely modernise the interception framework.

SUPPORTING EU AND INTERNATIONAL EFFORTS TO COUNTER TERRORISM

The national security environment that Ireland faces now is more dynamic and varied and
more linked to international influences. International efforts to counter terrorism are high
on the agenda of many of the international bodies of which Ireland is a member. The
significantly increased threat to Europe arising from the conflict in Ukraine and from
international terrorism related to instability in the Middle East and North Africa remains a
major source of concern at EU level. Participation in these bodies and efforts to further
international co-operation in this area is a key priority.

Additional resources to enhance capacity to prevent and to respond to threats from
international terrorism given the evolving nature of that threat, the requirements of the EU-
level response and developing requirements in respect of key medium/long term issues will
be the subject of review.
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