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TSL Scheme Information

TSL1d
TSLTag http://uri.etsi.org/19612/TSL Tag
TSL Version Identifier 5
TSL Sequence Number 21
TSL Type http://uri.etsi.org/TrstSve/TrustedList/ TSL Type/EUgeneric
Scheme Operator Name
Name [ga] An Roinn Cumarsdide, Fuinnimh agus Acmhainni Nadtrtha
Name [en] Department of Communications Climate Action & Environment
PostalAddress
Street Address [en] 29-31 Adelaide Road
Locality [en] Dublin 2
State Or Province [en] Dublin 2
Postal Code [en] D02 X285
Country Name [en] IE
ElectronicAddress
URI [en] mailto:rory.hinchy@dccae.ie
URI [en] http://www.dcenr.gov.ie/communications/en-ie/Internet-Policy/Pages/Trusted-List-of-
Certification-Service-Providers.aspx
Scheme Name
Name [en]

Scheme Information URI

URI [en]

Status Determination Approach

1E:Trusted list including information related to the qualified trust service providers which are
supervised by the issuing Member State, together with information related to the qualified trust
services provided by them, in accordance with the relevant provisions laid down in Regulation
(EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic
identitication and trust services for electronic transactions in the internal market and repealing
Directive 1999/93/EC.

http://www.dccae.gov.ie/en-ie/communications/topics/Internet-Policy/network-and-
information-security/trust-service-providers/Pages/Trusted-List-of-Certification-Service-
Providers.aspx

http://uri.etsi.org/TrstSve/TrustedList/StatusDetn/EUappropriate
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Scheme Type Community Rules

URI [en] http://uri.etsi.org/TrstSve/TrustedList/schemerules/IE

URI [en]

Scheme Territory IE

Policy Or Legal Notice

TSL Legal Notice [en]

http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EUcommon

1999/93/EC.

Historical Information Period 65535

Pointer to other TSL - EUROPEAN UNION

1.EU TSL - MimeType: application/vnd.etsi.tsl+xml

TSL Location

EU TSL digital identities

https://ec.europa.eu/tools/lotl/eu-lotl. xml

TSL Scheme Operator certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

1743254

rrrrr BEGIN CERTIFICATE----

MITHATCCBOmgAWIBAgIDGpmWMAOGCSqGSIb3DQEBCWUAME4XCZAIBZNVBAY TAkx VMRYwFAYDVQQK
DA IMdXhUcnVzdCBTLKEuMScwIQYDVQQDDBSMdXhUcnVzdCBHbGY}Y WiwgUX VhbGlma W VKIENBIDMw
HheNMTYwOTE IMDkwMDEy WheNMTkwOTE IMDkwMDEy WiCB/TELMAKGA | UEBhMCQKUXC: ZAIBNVEACT
AKIFMRwwGgYDVQQKEXNFAXJveGVhbiBDb2 taXNzaW9uMRUwEwYDVQQLEwwwOTQSLjM4My4zND
HDAaBgNVBAMTEOIhYXI0ZW4gSm9yaXMgT3R0b3kxDjAMBgNVBAQTBU9OdGISMR Y wFA YDVOOqu IN
YWEydG 5wYDVQOFEXQxMDMwNDQONDEXMDA4MDgzNzUSMIEpMCeGCSqGSIb3DQET
ARYabWFhenRIbisvdHRveUBIY ySIdXJveGEuZXUxHDAaBeNVBAwTE 1 Byb2ZIc3Npb23hbCBQZXJz
b24wggEIMAOGCSqGSIbIDQEBAQUAAYIBDWA Wz EKA olBA AQCyUnSNVALXp WSARFTS

SsNi2cHIOs/OHvet Y+ghBXwz91 EfiNXku2RKi +dyRBI.
DT4IMIBSIQRYE4KQ73FGAG10XDS3 wrywzx(AodwaowLmdpr,v:fgnpR l[SXoc[l ZVIImeL
VexHPH6SrX/GSpYHg7zmY OEBPLsjQAwbrVZIKb9Y pgkwbdziaFg6UZemMIRtI7S0SUWjhOUUj
Z9216icOV6eMS N SC0OHVSXPdgooNMIOSHTITIZI a3 X Acws TkyPDSZEpCIZ TSHCx s -DWnW7
D2JuXMelAgMBAAGjggI2MIICMjAMBENVHRMBASSEAJAAMG Y GCCsGAQUFBWEBBFowWDAnBggrBgEF
BQcwAYYbaHR0cDovL3FYS5vY3NwLmx 1eHRydXNOLmxIMCOGCCsGAQUFBzAChiFod HRwOi§vY2Fu
bHVAdHI1c3QubHUYTFRHUUNBMySjcnQwggEeBgNVHSAEggEVMIIBETCCAQMGCCuBKwEBCeMBMIH2
MIHHBggrBgEFBQeCAJCBuhqBtOx 1eFRydXNOIFFTY WxpZmlIZCBDZX10aWZpY 2F0ZS BvbiBTUONE
IGNvbXBsaWFudCB3aXRolEVUUOkgVEMgMTAXIDQINiBRQIArIGNIcnRpZmlj Y XRIHBvbGlieSdg
S2VSIEdIbmVyYXRpb24g YnkgQINQLIBTb2xIEF 1dGhvemlzZ WQeVXNhZ2UGIFNIcHBvenQgb2Yg
UXVhbGlmaW VKIEVsZWNOcm9uaWMgU2InbmF0dXJILjAqBgerBgEFBQcCAR Yeauknclmel.vo ZXBv
C106315Lmx e HRydXNOLmx IMALGBEQAiZABATABgerBgE FBOCBAWQWMBOWCAYGBACORgEBMAZG
BeQAKYBBDALBENVHOSEBAMCBkAW HwYDVROBBEwFoAUY 4 CiuOxg47Y Ue WHz,norfquwMu YD
VROMBCwwKjAooCaglYiaHROcDovL2NybCSsdXh0cnVzdC5sdS9MVEIRQOEzL mNybDARBENVHQ4E
CEQIROCQGingiswDQYIKoZIveNAQEL BQADggIBACWS S+ Xt6sOux ESbpekXFo2BoW Yy asXAXR
M6e7QDS57CaHWSLy( 3KcI3mpqe2UDaEZhG c+RgT!
87,bAou,aszdch/o7WNa7csuqRyuch5ol/MLnnJmLK:ARA7umbkkm kptiQWSVI6LLHI
i8EF215Qg5X/yaUQdxIMPcQ580rGujGN/DI2HIxBUJPUCO0i 7zbPeltfah12SXxYjy9V4x2Q+c
Voehpa3iSysde/y QAGXAKASOK S }BULDI’AP(JFMthﬁBcl/ikZOvacbq1ngWFH:Dﬂng

)y/M6uY8Un

8POYxS4dZMejtseY vzGCArFEcol 7buZb30A/Z7K 3q VexxOPCXJPB
quuPFV+aYgDCLr7XQMmUSwo0HGKZ/mXThY 2F2POLFOuK gVﬁFim?BlhRVU5lgymequp¢Fuxl M
BKzr2DRpLzDojU5k9apmVnoQJ2¢SfTrQ8 7ZX0aG: 0J8iOpFLinKRG|

t00yaK9iL KurR Ydfd$ WE TatEsEyido4CFPD//bthgwvSIOCfrkj /Xvillk 13 l40L7+NOIXUva/Pllq
SySOKq9ZPUo42r8ihX/ZP0Z+VigSATqpSCeqn01 Z

SHA256withRSA

LuxTrust Global Qualitied CA 3

LuxTrust S.A.

LU

The applicable legal framework for the present trusted list is Regulation (EU) No 910/2014 of
the European Parliament and of the Council of 23 July 2014 on electronic identitication and
trust services for electronic transactions in the internal market and repealing Directive
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Subject T:

Subject E:

Subject SERIAL NUMBER:

Subject GIVEN NAME:

Subject SURNAME:

Subject CN:

Subject OU:

Subject O:

Subject L:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Info Access

Certificate Policies

QCStatements - crit. = false

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Professional Person

maarten.ottoy@ec.europa.cu

10304444110080837592

Maarten Joris

Ottoy

Maarten Joris Ottoy

0949.383.342

European Commission

BE

BE

Thu Sep 15 11:00:12 CEST 2016

Sun Sep 15 11:00:12 CEST 2019

:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B2:52: 7E:4D:BD:D2:D7:A5:¢
:78:E. BA:F4:CF:D7:60:35:DE:34:CC:
A1:C6:45:D9:51:E9:BA:23:C4:55:E(
7:ED:B5:EA:27:BD:57:A7:0C:49:
01

:E6:C3:6D:D9:C1:C8:3A:CF:.CE: 1E:F7:

3:89:10:EF:71:46:03:AD:68:5C:3E
:F2:EC:8E:34:00:C1:BA:DS:6

:32:3B:23:30:E3:6B:7A:D7:01

IsCA: false

http://qca.ocsp.luxtrust.lu

http://ca.luxtrust. /L TGQCA3.crt

Policy OID: 1.3.171.1.1.10.3.1

CPS text: [LuxTrust Qualitied Certiticate on SSCD compliant with ETSI TS 101 456 QCP+
certificate policy. Key Generation by CSP. Sole Authorised Usage: Support of Qualitied Electronic
Signature.]

CPS pointer: https://repository.luxtrust.lu
Policy OID: 0.4.0.1456.1.1

id_etsi_gcs_QcCompliance

id_etsi_gcs_QcSSCD

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

http://crl luxtrust li/LTGQCA3.crl

47:C3:B1:09:01:B1:82:2B

nonRepudiation
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Thumbprint algorithm: SHA-256

Thumbprint: 9C:1A:3B:64:6F:AF:13:23:98-EF:31:9E-41:C8:E7-ED:72:5B:64:D5:77-25:80:AE:12:5D:59:C0:FG6:
84:56:30

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3
Serial Number: 1974568

X509 Certificate @ — BEGIN CERTIFICATE-——

MIIHDjCCBPagAwIBAgIDHiEOMAOGCSqGSIb3DQEBCWUAME4xCzAJBENVBA Y TAkx VMR YWFAYDVQQK
DAIMAXhUenVzdCBTLKEuMScwIQYDVQQDDB3MdXhUenVzdCBHbGIY WwgUX VhbGlmaW VKIENBIDMw
HheNMTcwNTEXMTAyNzIl WheNMjAwNTEXMTAyNzI T WiCCAQkxCzAJBgNVBA Y TAKSMMQswCQYDVQQH
EwJCRTECMBoGA 1UEChMTRX Vyb3BIY WigQ29tb Wilzc2IvbjE VMBMGA 1 UECXMMMDK0OS4z0DMuMzQy
MSEwHwYDVQODENhNaWNo Y WYSIFRoZ WOk 29yIGRIIEIVZXIXEDAOBSNVBAQTBIRIEIV/XIxGTAX
BeNVBCOTEE pY 2hhZWavgVGhlb2R b3 HTAbBGNVBAUTFDEWM A0 TY SNDUwMDgIMDOZNDIOMSsiw
KQYJIKoZIhveNAQkBFhxtaWNoY WVsLmRIL WIvZXIAZWMuZX Vyb3BhLmV IMRwwGgYDVQQMEXNQem9m
ZXNza W ouy WaegUGVye29uMIIBANBEkgKIGOnOBAQEFAAOCA QS AMIIBCeK CAQEAG2G 08 Tsyts
nyl1PXYHglm6abDawB2A TZMsMxkS11XjkPN) 50/GI+Fsq MBr
E3A00SdHpTAUBINVy WxSiV/DjnxPMCzx 3Przus3CVy 7Y KK HOOJUqPruWeL CESYFM szaz/.,;w

4Vt i VIQZJIFSPIA J6ipSMO3DoGOZPBVIt3q/Av4Y
Hid7LaOFTYV/zRen2fI2FGOAIMINRSLXByROMmUIQeSstC0/ho7cG3BWuusLUe/LIQIGCT/XX
dF9gKuOiPDQ3OphJIhElalPpwIDAQABoAICNJCCAflwDA YDVROTAQH/BAIWADBmBggrBgEFBQCB
AQRaMFgwlwYIKwYBBQUHMAGGG2h0dHAGLy9x Y 2Eub2NzcC5sdXh0cnVzdC5sdTAtBggrBgEFBQcw

‘Ao YhaHR0cDovL2NhLmxcHRydXNOLmx ILOXUR IFDQTMuYSIOMIIBH YDVROGBIIBFTCCAREwggED

BegrgSsBAQODATCBYCBxwYIKwYBBQU VzdCl pZWQeQ2VydGlm
aWNAIGUEb24gUINDRCEIb21wbGlhbnQgdzi0aCBFVFNIIFR TIDEWMSAONTYgUlu‘vOKyB]ZXIUd Wwzp
Y2F0ZSBwb2xpY. GISIENTUCASU VKIFVZY Wdl

xp
OIBTAXBwb3J0IGImIFF1 YWKpZmUZLBl G VjdHIvbmljlF: NpZ’jhdHVyZbdwKnYle YBBQUHAZEW
HmhOdHBzZ0iSvom Vs 3NpdGOyeSSsdXhlenVadCSsdTAIBEY EAlswAQE wlgYIKwYBBQUHAQMEIAU
MAgGBgQAjkYBATAIBgYEAISGAQQWCwYDVROPBAQDAgZAMBSGA IUdlwQYMBaAFGOPwosDsauO2FNH
1h2ZqH32rKhIMDMGA I UdHwQsMCowKKAmoC: b(_rlmhﬂdHAéLijcmwubHV4dHIlc}()ubHUle RHUUNB
My5jemwwEQYDVROOBAOECED2GnydnY/ZMAOGCSqGSIb3DQEBCwUAAICAQBvAAp4qOITVajyiZkd
UMoQCSHPDvpiyJrF+j4aZmClYbg8UEySRqurLvSicKUWjp0n YO8 Qq4drMGHbOMIWiV Z6y Uiy§oX
V62¢v/hiSGGrwDKektZcI3K9wUT50TaM3sROmY0BzbYqatsDOoHb2BwhNMooFwo+sUZ+SQULV+F

MLKHxeO9rM4ezXPOS Vs 1t6NIIr5 +sU9Xu+Gv TS
m VUgolLAXeAOXqumewPhN TyNuXIJQgDDBnWT\/IhﬁPOeAIa WOJak9mpRhvvIHO+sdiNVGO46BCN
(i “JUpSEpUW qWSXHqUOKSTG QBBT{ESvh7y

0S6hYpzTop9fL T+ quIMDTOu ¢ :VSmw SOMSAYTPRISwoKKEWTigsZ0KiwmmOlxoS OV thsac/7
H0INCIWFKaq WA FQSUPIstbOOrR Wan I T6Pov kK TPEWGTPm V1Y IR2DYIsSIbROGSHUBREY
n6dATIpVAhDWWDJuA T1W e L1Gy OtwKql 9fnDemuligz0Bad( X ub eSm3 d H5cOF)
STkAPVIDMS 15 +MYIeQIgAK30fIcuk CKY QSuUEZaU2CKiR6T2vz2GqQ—

Signature algorithm: SHA256withRSA

Issuer CN: LuxTrust Global Qualified CA 3

Issuer O: LuxTrust S.A.

Issuer C: LU

Subject T: Professional Person

Subject E: michael.de-boer@ec.europa.cu

Subject SERIAL NUMBER: 10303969450085046424

Subject GIVEN NAME: Michael Theodoor

Subject SURNAME: de Boer

Subject CN: Michael Theodoor de Boer

Subject OU: 0949.383.342

Subject O: European Commission

Subject L: BE
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Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Info Access

Certificate Policies

QCStatements - crit. = false

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

EU TSL digital identities

NL

Thu May 11 12:27:25 CEST 2017

Mon May 11 12:27:25 CEST 2020

30:82:01:22:30:0D:06:09:2A:86:48:86:F 70[)01 01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:AB:61:BB:D2:0F:D3:B3:2B:7C:9F:22:35:3D:76:07:80:89:BA:6B:A0:DA:C0:1D:80:4D:93:2C:33:19:12:D5:F9:57:8E:
F88: 65: 15:A9:6: 6B:13:70:28:D1:27:47:A5:3E: 14:6E:B8:55:C9: 5(‘79395FC?8(‘89F/3F(‘0}33C77?FBFFFR?7095(‘835

:SAOF: IC:NA:2A28:FB:B2:41:D2:88:CC-80-CD:D8:30:FD:53:10:66:32- D7:47:A0:BA:FC:.
A385AD:89-7F-CD:17:27D0-FD.76:16/A3 B8 24:C8 SDAT92:F 1 7C. 10:91:6C-C9:94.25:07 BCBI3BAIDIFS.68-ED:C1- H70$6HALBOBS IL'

:7B:2D: 1
FC:BB:30:2 0609?FFF5D7745FOA2 E3:A2:3 ?4]7?;\97FI24884495A24FA7070?0/000

IsCA: talse

http://qca.ocsp.luxtrust.lu

http://ca.luxtrust. /L TGQCA3.crt

Policy OID: 1.3.171.1.1.10.3.1

CPS text: [LuxTrust Qualitied Certiticate on SSCD compliant with ETSI TS 101 456 QCP+
certificate policy. Key Generation by CSP. Sole Authorised Usage: Support of Qualitied Electronic
Signature. ]

CPS pointer: https://repository.luxtrust.lu
Policy OID: 0.4.0.1456.1.1

id_etsi_gcs_QcCompliance

id_etsi_gcs_QcSSCD

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

http://crl luxtrust li/L TGQCA3.crl

40:F6:1A:7C:B8:9D:8F:D9

nonRepudiation

SHA-256

59:A1:BF:29:0B:81:8B:17:7A:D6:1A:C4:B3:E6:DC:DD:D4:6D:A6:D5:BE:95:79:F8:56:4A:DE:A6:
F2:CF:07:3E

TSL Scheme Operator certificate fields details

Version:

Serial Number:

138577062902447122524563464486164876026
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X509 Certificate

Signature algorithm:

Issuer CN:

Issuer OU:

Issuer O:

Issuer C:

Subject CN:

Subject GIVEN NAME:

Subject SURNAME:

Subject SERIAL NUMBER:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Subject Key Identifier

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

----BEGIN CERTIFICATE----

MIIGIDCCBXC QaED. VIK+jANBgkqhkiGIwOBAQsFADBeMQswCQYDVQQG
EwlFUzEoMCYGA1UECgwIREISR, UNLTSUQOILdl TkVSQUWREUETEEEUEIMSUNIQTENMASGA TUECWWE
RESIRTEUMBIGA | UEAwwLQUMgRESI] TgwODI3MTA. /AwODI3MTA.
WiBgMQswC QYDV(](](;EWJFUZESMBA(:AI UEBRMlengDQZ‘V TRNMQ«‘(WD()YDVU(]EDAZ(_ VVIHTIMXDIAM
BzNVBCoMBUITQOFSMSYwJAYDVQQDDBICVVIHTIMgUEFMT01BUiwgTINDQVIgKEZIUKIBK TCCASIw
DQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBALW60PYzRKiVQ9g8XHWpx TMix6ET99Q2/XBUgUO
VAn9HDmeIPTNIVU+0cmHwDvadSiWAiwoz3077tMF17d1PYvIoMSqKhOYyrvx HiDFeAXnsCrdnoEN
QQpICHTSOpPIW 7qX9xXLAIL+hpP2SGW 2xk7CRI+wwy9ewhySIVeQStH3tEoit3H7eXX YeigNSbUzN

URFKY 1J0P1a6SyXX9V8/Kg1SrdWYji3d+Ial GGOCGKNABmbjINgbOKiT7Ua/ra25CXutQCDNzj +5
1n0WOjaZ0nPBneyhp/AC: XenaOW g6 WO 3p9CT ‘G3GOKUMAIGIOmSQVWAmHPAIQUQTnyBGEHEC
AWEAAIOCAZY wegMyMAWGA[UJEWEB/AQCMAAWHOYDVROOBBYEFIA TOXIw THto3 Wfvns2(LUpZHs
MBSGA Udlw QY MBaA FBalMXuj3ZdVXGIszs vaoF AIVvMIGOBggrBaEFBQCBAWSBaCBEDAIBE YE
AISGAQEWCAYGBAC (JRgEEMBM(:Bg()A/kYBByAJBgLE/\I5(1AOYBMEg(;BgQA7kYBBTAAMBIIWFZhIIdHBz
OiSvd3d3LmRuaWUuZXMveGl Ry V2L 3BkexMCZXMwCWYG
BACORGEDAGEPMFSGCCsGAQU QcwA YYTaHROcDovL29jc3AuZGSpZSS]
czAungngEFBumAowaHR()comudxdyikbm/u.m VzL2NlenRzLOFDMDAXLmNydDBIBeNVHSAE
dJHOMIIIGCGCI VAECAIDMGY wigYIKwYBBQUHASEWFmhOdHAGLy93d3cuZGSpZS lcySkeGMwQA YT
KwYBBQUH, AwyREISRUNDScOTTiBHRUSFUKFMIERFIExBIFBPTEIDw41BLCBWQVRFUy 1 TMjex
NjAXNI Ugwng(:L 'C\GAQUFBWECBIHMIHZMDIC: AQEWC YIYIZIAWUDBAIBEC AwUUYFyZIGyRID4IgE
RKESSKZI0r0cbCIKODUTSAKRDAYASEAMASGCW COSAFIAWQCAQQEFloqpTy IMUIIRVS2AcM 7D

mO6IKY YpOYuvQB25iswOgYIYIVUAQICBAIBMASGCWCGSAFIAWQCAQQz0449b0 TprIMEM +n ISP
TewdIS5rQCSjf81Vpx6sYHUWOR YIYIVUAQICBAIGMASGCWCGSAFIAWQCAQQgzFPwjm VxHdi/kytg
hdWzW+IMuMb3bYpkihri R1ZB+/UwKA YDVROIBCEwHzAdBegrBgEFBQCIATERGASXOTcAMDYyMzEy
MDAwMFowQgYIYIVUAQICBAEENJAOMDICAQIwCwYJYIZIAWUDBAIBBCAVR(DIFzmzSfesNHkxS7x8
ondm2dtB/X10qy WUI2d3DAOBgNVHQSBAISEBAMCBKAWDQY IKoZIhveNAQELBQADgeEBACOAyfiw
gFMSqMN3FUZK4AgMK+IIiA Tak VI7qQyFhSP3hG26rH/x 1wCGA WPtkeUImLIxZcRfY wA0Sn7ro2k
6yIxEtUo2L0SOf Lsmpq1d2VQBNjagyHng0fgKECmHRL Ve YmKUYdGOF2TesL fk4cAf1 1UiOaSPNv
+wYQdhF60FOInZeR 1oRUWpMml4mVaxPd2Zh8qqpSE3MTTmDC7v1de WIAHyCCAeOeViZw30suskal
A7LOGrIK6RhYjO9SOHIF32IBEaMWzIiNWSAX, xWdISG2nngs281811VaZIFUQTPPY
qvM/loWepvk9xqObuud XKiBAMhY Xezg=

SHA256withRSA

AC DNIE 001

DNIE

DIRECCION GENERAL DE LA POLICIA

ES

BURGOS PALOMAR, OSCAR (FIRMA)

OSCAR

BURGOS

38144654M

ES

Mon Aug 27 12:37:27 CEST 2018

Thu Aug 27 12:37:27 CEST 2020

30:82:01:22:30:0D:06:09:2A:86:48:86:F 7:0D:01:01:01:05:00:03:82:0. 00308201OA0782010100H(’JAD0I0D8CDIZA255UI 60'II7ID6A7ILC
9E:F4:F4:CD:D5:55:3E:D1:C9:87:C B:DA.77:C8:96:02:2C:28:CF:73:BB; (‘ 0(‘4AA2AIJQXCABB GF5

F7:D0:86:DD:ES:CE:2

IsCA: false

90:13:D1:79:6F:B5:31:ED:A3:75:B1:7E:F9:FC:D9:F2:D4:A5:91:EC

1A:89:A8:C5:EE:8F:76:5D:55:71:89:F3:3B:35:BD:AA:05:00:95:6F

id_etsi_qcs_QcCompliance
id_etsi_qcs QcSSCD

id_etsi_qcs RetentionPeriod: 15

http://ocsp.dnie.es

http://www.dnie.es/certs/ACO001.crt
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Certificate Policies Policy OID: 2.16.724.1.2.2.2.3
CPS pointer: http://www.dnie.es/dpc

CPS text: [DIRECCION GENERAL DE LA POLICIA, VATES-S2816015H]

Subject Directory Attributes DateOfBirth (OID: 1.3.6.1.5.5.7.9.1)
19780623120000GMT=+00-00

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: C1:A3:7D:B4:8C:D5:E0:47:9B:97:F4:DE:32:E3:A7:47:0C:52:AA:FB:94:C1:65:6E:F5:6F:97:50:39:
92:C8:A7

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3
Serial Number: 3280541

X509 Certiﬁcate rrrrr BEGIN CERTIFICATE-----

MIIGITCCBH2gAWIBAIDMg6dMA0GCSqGSIb3DQEBCwUAME4xCzAJBgNVBA Y TAkx VMR YWFA YDVQQK
DAIMdXhUenVzdCBTLKEuMSewIQYDYVQQDDBSMAXhUcnVzdCBHbGYiY WywgUX VhbGlma W VKIENBIDMw
HheNMTgwMilwMTTIMIXWheNMIEWMITwMTTIMlx WiCCAQUXKZApBekahkiGOWOBCQEWHGFkemilh
bisjem9pdG9ydUBIYySIdXIveGEuZXUxCzAIBgNVBA Y TAIIPMQswCQYDVQQHEwWICRTEcMBoGA | UE
CHMTRXVybSBIY WAgO29tb Wire2ivbEVMBMGA [UECMMMDR0OS4z0DMuMz0yMSMAIQY DVQQDEXpD
b252dGFudGluL UFkemlhbiBDem9pdG9yd TERMASGA 1UEBBMIQ3JvaXRvenUxGjA Y BgNVBCoTEUNy
bnNOY W50aW4QWRyaWFuMROwGw YDVQQFExQxMDMwNDM4NzUOMDEwNJEwMTcOMDEcMBoGA 1UEDBMT
UHIvZiVzc2lvbmFsIFBIcnNvbjCCASIWDQY K oZIhveNAQEBBQADzgEPADCCAQoCeg EBAK UcbuK 3
GemFVx01U3T3ex4VNteTsi9CI0uaRROFSK7t9F4SAGORL 1 Pul qwGGemEz3mPOoVAm/TgkQiOY kN
1DS8alHBgWUxoO4F 7NUCIEHOINOQg T/GXdYmAzUojyMPk W 7Fe W30ia V/LISBVOwS/gRmaGHS/
2dxE37IHGOVIFK C2erUSbWXQBSuXsxMyzx 1tJg V8| WHpkndOCIXFS|ZDiYuZdpUZaES6zh8vZS5
L22EHWCdUfxVToSyeK 7AHA2nKtXEnS0eDb96cAuWuA0OiiltiU6Ix961/Q99QLi2ghX+ Tu+9YxIS
5hPpxjBGhWkhg WZaMFEScmdbeUGRR WUCAWEAAaOCAbkwggGIMBSGA 1UdIwQYMBaAFGOPwosDsauO
ENTHIh2ZqH3 2K IMIGBBagrBeEFBOcBAWR IMHMwCA Y GBACOREBMAZGBLAjK YBEDBIBEYEAISG
AQUwPIASFjZodHRwczovL 3d3dy5sdXh0cnVzdC5sdS91cGxvY WQVZGFOYS9yZXBve2l0b3J5L 1Bl
Uy5wZGYTAKVOMBMGBZQAjk YBBjAIBgcEAISGAQYBMGY GCCsGAQUFBWEBBFow WDAangngFFBQLu
AYYbaHR0cDovL3FjYS5vY3NwLmx [eHRydXNOLmxIMCOGCCSGAQUFBZAChiFodHRwOISyY 2EubHVA
dHITCIQubH HUUNBMySjcnQw Tg YD VROgBEcwR TA4BggrgSsBAQoDGjAsMCoGCCsGAQUFBwIB
‘hSodHRwcz 1cG9zaXRvenkubHVAdHI1c3QubHUWCQYHBACL 7EABAjAZzBgNVHRSELDAGMCig
Iq/\khllodHRleXv Y3JsLmx IeHRydXNOLmxILOXUR | FDQTMuY3JsMBEGA 1UdDgQKBAhGofvti7EA
GAOBENVHOSBABEBAMCBKAWDQYIKoZIicNAQELBOADEEIBAHRVNTuzoNIuck eBbw quA [Rug
R+z9wKuGno/ScF8eCv+CjfSc3 WSSvDOkibHI

wHIgKZBURW9 WXZS()PF]yU/ZQkh e WoqYnzQbBd+4BunLi L’HZlOp(1F4L qwl ﬂhmdgr()L dwu
hIHUXNUKI3IQAImIE7SdeZEkmsQmz Y +oQuxuRKLUTpScdDICIy K WOIBHCFpZogiGY 1l |
WLY: Qw/jbFA 3paZeYZYo9f
dd2XCYE! v5p9nc NPT B b SPTu 7LPQ/FUIZITAKZRovQ/lgddwIk/sxq/Y 73Z1e5q
MisBGgQvAwoh;YyQSMCSNISzIDPLjS+TcX5A Tmxzgpi0XoUsA9svdtyVEgi4EBUmNIOUWPM Y Ivs
Iehx439YmW/kjA8QOado6DW.Zh1HSama/wvq+dZoBEWSzg62RX///C WULUCjScokauFFyCFOZVeR
P4Ec3h/aWPSSPN79pBUHXEpceh3sbI3ReOIS/ ZtddB2aCwWiTv9zSdnMOBb3C4wiDsvedlsMIRBK
BSB+cl60jE1tHCIqs*+VDKMK TukJCAOny/13Ln+TFUOGoOgr

w==-END CERTIFICATE-----
Signature algorithm: SHA256withRSA

Issuer CN: LuxTrust Global Qualified CA 3

Issuer O: LuxTrust S.A.

Issuer C: LU

Subject T: Professional Person

Subject SERIAL NUMBER: 10304387540106101740

Subject GIVEN NAME: Constantin-Adrian

Subject SURNAME: Croitoru

Subject CN: Constantin-Adrian Croitoru
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Subject OU: 0949.383.342

Subject O: European Commission

Subject L: BE

Subject C: RO

Subject E: adrian.croitoru@ec.europa.eu

Valid from: Tue Feb 20 13:52:21 CET 2018

Valid to: Sat Feb 20 13:52:21 CET 2021

Public Key: 0100080524 8548567900101 0105 0003 010 “ "3 SRR “%;%% %sme“ T B T B R
Authority Key Identifier 63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

QCStatements - crit. = false id_etsi_qcs QcCompliance

id_etsi_qcs QcSSCD

Authority Info Access http://qca.ocsp.luxtrust.lu
http://ca.luxtrust. /L TGQCA3.crt

Certificate Policies Policy OID: 1.3.171.1.1.10.3.26
CPS pointer: https://repository.luxtrust.lu
Policy OID: 0.4.0.194112.1.2

CRL Distribution Points http://crl. luxtrust. /L TGQCA3.crl

Subject Key Identifier 46:A1:FB:ED:8B:B1:00:AA

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 8E:50:8F:03:B1:32:50:0C:34:03:DB:66:E9:DD:39:CD: 78:F4:65:7C:84:09:58:A7:7D:34:E7:BD:62:
14:68:E7

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 510758012567249096883552881202149149901456017681

EIRE/IRELAND (IRELAND) - Trusted List ID: Page 9



X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer 2.5.4.97:

Issuer C:

Subject CN:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Authority Info Access

Subject Key Identifier

Authority Key Identifier

Certificate Policies

CRL Distribution Points

----BEGIN CERTIFICATE----

MIIG3TCCBMWgAWIBAGIUWXcueAZpt2afsBLFzdESOigaCREwDQYIKoZIhveNAQELBQAwczELMAKG
AIUEBAMCQKUXGTAXBgNVBGEMEESUUKIFLTA IMzc20TgzMTgxIDAeBgNVBAOMFIF1b1ZhZGlzIFRy
dXNObGluayBCVKIBMScwIQYDVQQDDBSRAWIWY WRpcyBCZWnaX VilElzc3 VpbmegQOEgRzIwHheN
MTgwMzA3MTYwMDQzWheNMiEwMzA3MTYxMDAwWjBwMQswCQYDVQQGEWICRTETMBEGA IUECwwKREcg
QUIOTKVDVDEbMBKGA 1UEY QwS VKFUQKUMDK0OS4z0DMuMzQyMRww(GgY DVQQK DBNFdXIveG VhbiBD
B21taXNzaW9uMREwDwYDVQQDDAFQ19DTKVDVDCCASIWDQYIKoZIhveNAQEBBQADggEPADCCAQoC
28EBAQjmsZD+Ghl/ySveMNd60TqzleOWQzCzDDWILS52x 70hR +LOLagIxQPpvSchiZOJgMEHpmmz
JsvsDed2BvsX6Coz4GGAwSORAMIX valq YopvvoszXAkqsHB/QeQS W3ud TUIgL TySSpRwOSaF Y 77
uvGsc3xplZPQX0YMebiuyKeplXlmxwTOwHKbO3v0bNislp 7oUdmxgxQWdxug4Ot6tY YpSwhomuc+
SVYLH/SXGayXdeLzuCWsHyhGOKhyL VIZAETFFwy pZVYSkllMHc 2DIMD/Y SEuleQuirzS D4y T+

LBOxv GaLsalanyLlejL/dﬂl.Sb 9UCC CCSGAQUFBWEB

BGK :arBgEFBQcwAoYsaHROcDovL 3R deNO[ nFlb?7h7Gl772x\ YmFsLmNvbS9xdmJIY2Fn
OnLOVIKwYBBQUHMAGGIWHOHAGLY1dy3vY3Nw] LnFlbJZhZ(:lzZ7xvaFvLvabTAngN v
11()4u 2QUOBHSRr4tlS+97HXeNSJI7jsRSQwHwW YDVROBBgwFoAUSmSMZcSenO71AIR VGOAS W'
UaswWgYDVROgBFMwUTBEBgorBSEEADSYAYMQMDYwNA YIKwYBBQUHAZE WK GhOdHAGL. yQ}d?LchVv
dmFkaXNnbG9iY WywuY29(L3JlcG9zaXRvenkwCQYHBACLTEABAZA TBgNVHRSENDAYMDCgLgAshipo
dHRwOISVY3JsLnF 1b3ZhZGlzZ2xvYmFsLmNvbS9xdmJIY 2FnMisjcmwwDg YDVROPAQH/BAQDAgbA

MCKGA 1UdIQQiMCAGCCsGAQUFBwMCBggrBgEFBQcDBAYKKwYBBAGCNwoDDDATBgoghkiG9ySBAQKC
BAUWAWIBATAOBgoqhkiG9ySBAQKBBCYWIAIBAY Y faHR0cDovL 3RzLnF1b3ZhZGlzZ2xvYmFSLmNv
bS9iZTCBiwYIKwYBBQUHAQMEIZzBIMBUGCCsGAQUFBwsCMAKGBWQA +xJAQIwCA YGBACORGEBMAZG
BgQAjkYBBDATBgYEAISGAQYwCQYHBACORZEGA]A 7BgYEAISGAQUWMTAvFilodHRwezovL 3d3dy5x
dW92YWRpc2dsb2IhbC3jb20vem Vwb}di(:chRMLZW4wDQYIKuZlhchAlJELBO/\DggIBAA[BVbR7

SDdFeerL CXUTIpISiusbi7HeCZw1+xqaQ0cUHIYzZ5 INA5 1t40G856SuxiNHgt7G+SNmX wQvr0.
il4MISxTorNUSRaljz2CvbvupuNXcLh3x6sCKim Vk/p4EtY IpDMG VdFVDqUIm(‘gYSSnI'QPD‘VIIOw
RzWqv/Oc9dNeC7i9Aokp6IANFCTPY ySCUL/+aPHHGOz¢56VuovGnxtk VSigPKK vRugyhj WaUBU
LZVVaW+7ebIRRIIR}9ssKOD+WGIGnZAIKceXUI W7UErsz0fFNIAnOKqsZ59BICrzwA Fuxe9OtwGr
Rsy6QGVbsQQFX/MN1PvXejzl12nu7WIQ+dgUyuEXWNcTmSe+/S6iSNPpfe6K 2Y qemSknsMzS +uyl

8FcOx +g0ekbvKKBpN7qkGY 0rlGUhuZSd34w/QZjhgb2880E TRoOWpmOIHRUBKIR 30C+arCNTrhI W6

G/uPK 15gCZUSVmKZe1g0VnhjFg33ryUuSGvQJRe Y XWOQIIsThak88v Wil T+quxeXFuqulviVex/id
XtKFTGSxR;V/0ID0akoMw4iQbz0INSv2x0CROmGyL4R W566zuBlgU%V 734Fr0VY fiwMafinGuBUG
JBOEV3Rsc/F2vUQkutkNoPim6 Ept3YTa WY 221G mAMN GayQreHrgA In+ Xuk B/hq

SHA256withRSA

QuoVadis Belgium Issuing CA G2

QuoVadis Trustlink BVBA

NTRBE-0537698318

BE

EC CNECT

European Commission

VATBE-0949.383.342

DG CONNECT

BE

Wed Mar 07 17:00:43 CET 2018

Sun Mar 07 17:10:00 CET 2021

30: 82.0/ 22: ?0 0D:06:09:2A:86:48:86:F 7:0D:01:01:01:05:00:03. 820’ GF'00 30 :82:01:0A:02: X7 01:01:00: F8 Fﬁ RI 90'
3306 1-B:

(1A 12:3F:CO-2B:E0:30:D7:7A:39:3A:B3: 21 [E3:96:43:30:B3:0C:35:

http://trust.quovadisglobal.com/qvbecag?2.crt

http://uw.ocsp.quovadisglobal.com

E8:11:FC:46:BE:23:B4:8F:3E:F7:B1:D7:78:DF:09:97:B8:EC:45:24

87:C9:BC:31:97:12:7A:73:BB:7E:C0:3D:45:51:B4:01:25:95:51:AB

Policy OID: 1.3.6.1.4.1.8024.1.400
CPS pointer: http://www.quovadisglobal.com/repository
Policy OID: 0.4.0.194112.1.3

http://crl.quovadisglobal.com/qvbecag?2.crl

XXCIDCU% 4:C6:FF:63:91:2

E:73:C7:BD:21:47:E2:C
:6D:EE: :
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Extended Key Usage

QCStatements - crit. = false

Key Usage:

Thumbprint algorithm:

Thumbprint;

EU TSL digital identities

id_kp clientAuth - Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12

id_etsi_qcs_QcCompliance

id_etsi_qcs QcSSCD

digitalSignature - nonRepudiation

SHA-256

CC:D8:79:B3:6B:B5:53:68:5B:EC:BD:12:90:1C:7F:41:F7:BD:3E:07:F8:98:FC:BB:E1:EE:C4:56:B
0:3D:75:89

TSL Scheme Operator certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer 2.5.4.97:

Issuer C:

Subject CN:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject C:

153665982062421339038722954260668260958242818930

MIIG3CCBMagAwIBAZIUGuqe9pHg6UIaltAS/9FCY e0jS3IwDQY IKoZIhveNAQELBQAwczELMAKG
AIUEBBMCQKUXGTAXBgNVBGEMEESUUKIFLTA 1Mzc20TgzMTexIDAeBgNVBAOMFIF1b1ZhZGlzIFRy
AXNObGiluayBCVKIBMScwIQYDVQQDDBSRAWIWY WRpeyBCZ WxnaX VlElze3VpbmegQOEgRzIwHheN
MIgwMzAIMTY wMTQzWheNMIEWMeASMTY XMTAWW/BXMOSWCQYD vQQoLw/LRTLUMuzoAluLchsws,u
b3JtYXRpY3MxGzAZBgNVBGEMEIZBVEIFLTASNI AIUECawTRXVyb3BIY Wdg
Q291bWize2lvbERMASGA UEAWWIRU N/RFIHWnggF: MAO(‘l‘€q(‘S‘Ih}DQFBAOUAAMBDwAw waFK
AoIBAQCnRky4DfnlZEMSp9TbPr2RwAFiMVKNEBG I PMymxuvpRIOUF YpMt0fksGm6sQui2mCNdyOJ
V6BSXiwZktKYCQUAzizrrsV5sjaSr2NN/vIEvs +x9TsG6165q1 XK+RUSDSUNyHicklrcPdrOL Wd
ATOm4SDWLNidKF4HunHF To3(kRIGh 7grrt/WCPNXqEZiPOWA 7A0GEK+VV YwVUSPopoL9gg lacSZH
OCKehITV2iXISK/DIPSTAQGITVYY/66UEZy 1 5pedMSzMiumP/eeNEQm9adyz0nX VIXTZdR0dH

eu2jlhrSATZBirgkUrxgWkU aYFfU GieglqMIIC. QOcB
AQRrMGkwOA YleYBBOl/HMAKFLFhﬂdHA 6Ly90cn V/dF5xdlV97YWRpL2d~h21th5yh70\ cXZiZWNh
ZzIuY3JOMCOG SxdW92Y WRpc2dsh2IhbCSjb20wHQYD

VROOBB YEFMan]Z 2 PvaEL’6kOk0D90hTzMB£GAlbdleYMBsAFlf]vDGXEnpzu PUVRAR!
IVGrMFoGA IUJIARTMFEWRA YKKwYBBAG+WAGDEDA2MDQGCCsGAQUFBwIBFihodHRwOiSvd3d3LnF 1
b3ZhZGlzZ2xyYmFsLmNvbS9yZXBvc2l0b3ISMAKGBWQAi+xAAQMwOWYDVROBDQwMjAwoCegLIYq
alR0cDovLINybCSxdW92Y WRpc2dsb2IhbCSjb20veXZiZ WNhZzluY 3JsMA4GA 1UdDWEB/wQEAWIG
WDApBZNVHSUEIjAgBggrBgEFBQcDAgY IKwYBBQUHAWQGCisGAQQBgjcK AwwwEwYKK0ZIhvevAQE]
AgQFMAMCAQEWNAYKKoZIhvevAQEIAQQmMCQCAQGGH2h0GHAGLY /92Y WRpc2dsb2IhbCS]
b20vYmUwgYsGCCsGAQUFBWEDBHSw(TA VBégngEFBQcLAjAJBchAIvaSOECMAgGBgOA]kYBA TAI
BgYEAISGAQQWEWYGBACORZEGMAKGBwQAjK Y BBglwOWYGBACORZEFMDEWLx YpaHROCHM6Ly93d3cu

XVVAmFRAXNADGOY WY 290 3116GOaXRvenk TAmVUMAOGCSqGSISDOEBCWUAASICAQADSK
FugHedhUCFe410YX+7NP+) TlyVvXLIxxFIpa/qJmFnp) 7aui4DXqiUOVKLpDV6vO
acQFFNLmVFUth/ukzoLg.chouljrmrw:<+,vr5r<‘rzn/7dyaeaMzw@m/mhawmﬂm
3xURSSMb +knOqLsuQAzI4tY W4rG 1cqwHreGjSzMDC W, M6L829Vim KiQQ
y45qieBTIrjoltkDVIRm10YxT4hYxR + 7qAL9PMNuAquZJ7FDnQ(sz70]d936IFGA/YBdnoRDRR
W5Pua2uwGp9ES VsiDACFRmg0OVj8IHH3KnZCINSbK biizFZDLsROZnC4mqROAFZxnl2HDK GISH
Pp+LIISSdgOKIYNuAJPtkdgtsbUvEMO02zC4udBNSI2vpvicd9QER RadNFstkQIxKqvE7/SehvIFPe
QJP7iQ+jNfafu7LOQMedKyr T6HR/hRb2jwaE4zpytYQ3uK QdY wifPIKdbDn9jOiWBJ50miecTC
h60AVDISONLMHKLQm 7en7P7s8S/uadkcHI07T/BjMqak21QYruREK 3K 3ASy INM4pSyd W+S/Ig5Az
NWaneSIVXOAMIEKGPAG2OR ZaDHoPA9ybaRLIPWLOHQV diKzUNIIhTDpAg Apm6 VRQ

END CERTIFICATE -

SHA256withRSA

QuoVadis Belgium Issuing CA G2

QuoVadis Trustlink BVBA

NTRBE-0537698318

BE

EC DIGIT

European Commission

VATBE-0949.383.342

Informatics

BE
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Valid from: Wed Mar 07 17:01:43 CET 2018

Valid to: Sun Mar 07 17-11:00 CET 2021

Pubhc Key 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:0.
15:8A:4C:B7:47:E4:B0:69:BA Bl 03:42DA.60 3:89/57 A052:SE2C:19
LED 24908017, AGELJ0FOZCDSID2SSED)

DC
:FD:82:0D:! 5A 71
13:96:1A:F9:01

A 4 7.
A RSB A A DA DAL B DS G IDAN S0 1990050550 0001

Authority Info Access http://trust.quovadisglobal.com/qvbecag?2.crt

http://uw.ocsp.quovadisglobal.com
Subject Key Identifier CF:1D:A2:3D:BF:EF:E3:E9:3E:F1:14-EA:43:A4:D0:3B:72:D2:14:F3
Authority Key Identifier 87:C9:BC:31:97:12:7A:73:BB: 7E-C0-3D:45:51:B4:01:25:95-51:AB

Certificate Policies Policy OID: 1.3.6.1.4.1.8024.1.400
CPS pointer: http://www.quovadisglobal.com/repository
Policy OID: 0.4.0.194112.1.3

CRL Distribution Points http://crl.quovadisglobal.com/qvbecag?2.crl

Extended Key Usage id kp clientAuth - Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12

QCStatements - crit. = false id_etsi_qcs QcCompliance

id_etsi_qcs QcSSCD

Key Usage: digitalSignature - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 43:55:04:BF-D8:02:ED:F4:DB:08:CB:D7:C7:72:9A:0D:45:B2:27:79:7B:72: TE:AE:6E-A 1:D3:16:84
:16:63:42

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 21267647932558803542992831893320696944

X509 Certificate @ — BEGIN CERTIFICATE——

MIIGZzCCBE+gAwIBAZIQEAAAAAAAHGyPXviVxqcEcDANBgkqhkiGIWOBAQUFADAZMQswCQYD!
EwICRTETMBEGA 1UEAXMKQ210aXplbiBDQTEPMAOGA 1 UEBRMGMjA NTAdMBAXDTEIMDUwMTEANTOl
NFoXDTIIMDQYNTIANTRIOVowerEL MAKGA IUEBRMCQKUSJzAIBENVBAMTHkplY WA TWEY Y yBWZXJ7
ZXIndCAoU2lnbmFOdXJIK TERMASGA IUEBBMIVm VyYmVyZ3QxEAQBgNVBCoTCUplY W4T WEy YZEU
MBIGAUEBRMLNjewMjIzMzAZNDAwsgEIMAOGCSqGSIb3DQEBAQUAAAIBDW A wegEK AolBAQCwibny
981x(‘5nc7YZUhanO*n3VAIrFUZI(‘ ASYOMYOILX7XD: FYmNSFOiLWEY W
XNwFACl CcFpZ 5 pAByZx WiOWD3

W7wS) K,chuMaGOrMI7:A4;S4t'Dz]LKTYGor6PIO» 6UICHiZqPjTg +822kFhERz/3KiqSn2Hx324
[IN/mZCSDA5ixKIOCs X +bPbXJI4OyEORDULS+MAQWjlid5opKjSe TMx 2kmSycw9DudzkFzg
npSIXGDGEHZpS3wSaSuZSORSEUIUSxNbAZMBAAGiagl IMIICMTAMBNVESMEGDA WeBRab1 HiZCdd
ZQnuqBsSIAPwQKAISjBwBgerBgEFBQcBAQRKMGIwNg Y IKwY BBQUHMAKGKmhOAHAGLy9;ZXJ0cyS!
aWQuYmVsZ211b55i259iZ WxnaX VienMzLmNydDAoBggrBgEFBQewA Y YeaHROcDovL 29jc3 AuZ Wik
LmilbGdpd W0uYmUvMjCCARZGA 1 UdIASCAQSwegELMIIBBwYHYDgKAQECATCB+zAsBggrBeEFBQcC
ARYgaHR0cDovL3JlcG9zaXRvenkuZ WikLmJIbGdpd W0uYmUwecoGCCsGAQUFBWICMIGIGoGOR2Vi
caVpayBybmRicndvenBIbiBh Y WAgY WFuc3By YWAbGlgaZblaWRaYin VwZX I WSnZ WaslHppZSED
UFMgLSB XMgw6AgZGVzIGxpbWI0YXRpb252IG YmlsaXTDgSwg
dnr?puBDUﬁ\/lgLSBWZXI}ZW5kdW5nlllVudGVybGlIZ}QéSGFdeIVuZJNlZXNjalILDpG5rdW5nZW43
IGdlbcOke3MgQIBTMDKGA 1UdHwQyMDAwLqAsoCqGKGhOAHAGLy9jcmwuZ WIKLmJbGdpd WouYmUyv
ZWikYzlwMTUwOCSjcmwwDg YDVROPAQH/BAQDAgZAMBEGC WCGSAGG+EIBAQQEAWIFIDABggrBgEF
BOCBAWOWMBOWCA YGBACORSEBMASGBEQARY BBDANBkghkiGoWOBAQUFAAOCASEAIIOIIZ 1C/Gm
WS/MaTIK800GEjapy Y eZnXxJ5sFulGv4oKev2Tq9FwzeK Tpo+ulb6ehMS WDguX +HkkwBICiSDISN
D4FFDzAsgoGnorKuWkO34Pa8KpXEb70js WyMnIhz2iG/iEnm 7b2QiN/jxbS72zCIhWemXuQ1 K9FU
n06VzBV5IN3KdoIUEEXZIPMVYhIQEJPG3PsmMXUwcQthDQgRpgbyiPPtzUJdSS6dZu0eRds2xjAA
2I7EVnHvSVcBFwaikBIYuEChN{DIy U+WshSCjvZb1aW9qGQXbSRrWP2kdKe6VMKsQh9dwpXPZ
0cFABKILIXAJBOVhVOIK DIFcCIAGASoxX5UIS 70HGeFBVazT+OKaaNwNM/12powv6QwYowX4YIN
ZJ/CYRKMNeNwCuBSSmvDvIZY/a/IZ 17V wqX2KuGZeF TJInNSesUuluROd3jRkguSs93R/6Ch$xOS

6uyeNY 71yrlWIIbSJ6Sza9viZRNSFhQARNalSLPwXeX2zHUQIXLSU2+EOE 7ruBIMT003j TbViDmr
mSbOPPmbSRnBILsjfSPegKkRzrGUDWhoGnquddJs3uipwsPPVaolnZ26DIPEDIneLm Yi9Kt3 T+
YXGS5710q8E9Ip6HzBei TXKGB+CS0484w32E9 TmtnP6dvMLL7VsoyegtIhO/3/1U=
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Signature algorithm: SHA IwithRSA

Issuer SERIAL NUMBER: 201508
Issuer CN: Citizen CA
Issuer C: BE

Subject SERIAL NUMBER: 67022330340
Subject GIVEN NAME: Jean-Marc
Subject SURNAME: Verbergt

Subject CN: Jean-Marc Verbergt (Signature)

Subject C: BE

Valid from: Fri May 01 20:54:54 CEST 2015

Valid to: Sat Apr 26 01:59:59 CEST 2025

PubliC Key: ;gg%%?¥93f80g703;)07 :86:48:86:F7:0) '01.01 :01:05:¢ 00 03'87 (Jl 0F:00:30:82:01:0A:02:82:01:01:00:B0:6E. FD:F7:C9:71:0B:99:DC:ED:86:54:86:73:08:43:E9:F7:54:08: Ll] H4D 88:38:8C:E6:1C:74:89:£9:A3:00:49:
e AN AT 5 50, ‘
E0:9E:9F:35:5C:60:EA:10: 7((9F77F/7,8?(’8'99F504 7CII4XD4DF 13 58070?01 00:01

Authority Key Identifier 6A:6F:51:E5:CC:27:5D:65:09:EE:A8: 1B:12:94:03:F0:40:A0:08:F2

Authority Info Access http://certs.eid.belgium. be/belgiumrs3.crt
http://ocsp.eid.belgium.be/2

Certificate Policies Policy OID: 2.16.56.10.1.1.2.1
CPS pointer: http://repository.eid.belgium.be
CPS text: [Gebruik onderworpen aan aansprakelijkheidsbeperkingen, zie CPS - Usage soumis A des
limitations de responsabilitA©, voir CPS - Verwendung unterliegt HaftungsbeschrAonkungen,
gemA®zss CPS]

CRL Distribution Points http:/crl.eid.belgium.be/eidc201508.crl

QCStatements - crit. = false id_etsi_qcs QcCompliance

id_etsi_qcs QcSSCD

Key Usage: nonRepudiation
Thumbprint algorithm: SHA-256
Thumbprint: 54:00:AB:71:2C:41:AA:F0:C4:0B:50:5E:26:4D:54:94:D8:AF:41:80:F8:F6:29:55:D1:62:23:B3:29:0
F:97:C3
EU TSL digital identities

TSL Scheme Operator certificate fields details
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Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer SERIAL NUMBER:

Issuer CN:

Issuer O:

Issuer L:

Issuer C:

Subject SERIAL NUMBER:

Subject GIVEN NAME:

Subject SURNAME:

Subject CN:

Subject C:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

Authority Info Access

21267647932559404339035760224263512027

-----BEGIN CERTIFICATI

MIIG72CCB IBAZIQEAAAAAAAnXHXUK9Tyf2zANBgkqhkiGOwOBAQSFADBKMQswCQYDVQQG
EwJCRTERMASGA 1UEBXMIQn] 1c3NIbHMxHDAaBzNVBAoTEONIenRpeG9zdCBOLIYul IMuQS4xEzAR
BgNVBAMTCKNpdG16ZW4gQOExDzANBNVBAUTBjlwMTgwMzAeFwOxODA2MDEYMJAOMTlaFw0yODA1
MzAyMzUSNTIaMHAXCzAJBgNVBA YTAREMSMUIQYDVQODE QY XRya WNIEyZ W 1lciAoU2InbmF0
dXJIKTEPMAOGA UEBBMGS 31IbWVyMRUwEwYDVQQqEwWxQY XRya WNtlEpl Y WAxFDASBgN VBAulCzcy
MDIwMzIS0TewMIIBIjANBgkqhkiGOwOBAQEFAAOCAQSAMIIBCgKCAQEAr7¢7VriDY4as3R4LPOg7
uPH5inHzaVMOWFb/SYOW-9IVMHz/V3dIAze TKvhL G5S4Pk6Kd2E +h 8FIRonp 70Gv2+ijtkPk 72Q
Kfez0ycuAbLXiNx2S7fcSGGILGlafDIgBgTQuQm1aDVLDQ653mqRStAO+gEfovs4zRESLIMKYXAU
q+S/WocEaGplheNVAF3iPSkvEe3LvUjF/xXHWF4aMvqGK6kXGseaTcn9hg TbeeuW2PAiEr+eDTNe
Sk GBDFXwmnGFPMRez3ONKIKhaS TyIDS{UMX0DI0dUSj v JEK PITUJix BPehsMIMsw Wx TiFh
Nu/CK7tJ8qT2i154VQIDAQABo4ICjzCCAoswHw YDVROBBgwFoAU2TQhPipCIW3hu7++R0z4A q3)
L1QwewYIKwYBBQUHAQEEZzBIMDkGCCsGAQUFBzAChilodHRwOiSvY2VydHMuZWIKLmJIbGdpd Wou
YmUvY210aXplbjlwMTgwMy3jcnQwKA YIKwYBBQUHMAGGHGOAHAGLy9VYINwLmVpZC5iZWxnaXVt
Ll 2lwegE/BeNVHSAEgeEaMIIBEICCAQeGB2AADAEBAGEWSSWLAYIKw VBBOQUHAGEWIGHOAHAS
LyoyZXBreal0b3ISLm Ve 5i2Wsna XViLmIIMIHK BegrBgEFBOECATC BvQyBukdlYnl laWsgb2sk
ZX73b3IwZW4gY WFulGFhbnNwemFiZWxpamtoZ Wike2JleG VV{JZIUZZ Vol CBta WUSQIBTICOS VXNh
Z2Uge291bWizIMOgIGRIcyBsaW IpdG. ZXNwb257Y WIpbGi
1C0gVmVyd2VuZHVuZyB1bnRlemxpZWdOIERGZnR [bmdzYmVzY 2hyw6Rua3VuZ2Val csﬂwm,;yw
IENQUZAIBgcEAIvsQAECMDKGA IUdHwQyMDAWLgAsoCqGKGhOdHAGLy9jcmwuZ WIkLmJIbGdpd Wou
YmUvZWIkYzlwMTgwMySjcmwwDg YDVROPAQH/BAQDAgZAMBMGA 1 UdJQOMMA0GCCSGAQUFBwMEMGWG
CCsGAQUFBWEDBGAwX]AIBgYEAISGAQEWCAYGBACORGEEMDMGBgQAjKYBBTApMCc WIWhOJHBZOiSv
emVwb3INpdGOyeS3laWQuYmVsz211bS5iZRMCZWawEwYGBACORgEGMAKGBWQAjkYBBgEWDQYIKoZI
IveNAQELBQADggIBACBY+OLhM7BryzX WkIDUROUK I-+cDVboPg+IN1 Et1IAEox VAy9zuXUWLco9ts
MS3WDeWFDxyhatLedku2GurST1180/knDwL LyolE [r2Db9VrdGi+jtST+/ TmIHAX3yN Wjn/9ds
iGQQuTJceeS6rizbGdUgiFTSmGMmAzy4l/wKy6XiDKiZTScFeOTevs|+/vxiLiDnghOwTzV.Zh
mWExeHG9ypgMFYmlucHQOSFZreSmv3c7Di+VhqV/sY9xL ERK3Fk416B5qRPy2lmXqGzNS WiDISd
YeUf4XoZLXJBEP7/36r4minP2NWQ+¢1ORjesuDAZStD/yhMyRADVGISEScipTYv1wOmVB2IQrWnE
tyeZIi60HXfozo8uOckBngWyDe kuizZs YRIVNIwhCu7RSOq4zN8gkaelOfejuSNtBI2J9A +rcIL
QeubAcdPauWmbxt]V93HAGpFptsR8zXo+InSm2PIQPZ3myDkzIANTGLG+ukhN7IF2CCeagt/WoV
ZLg3qKC35WVeqeoSMEE/XeStf3/ml110yFQm+tsth TeeOFDXuUgl3ES6bR/fSUr/bapwXpWpFxGI
PXLGaIXbzQGSTtyNEYrdENIh71130eYdw3xmzU2B3tbaWREOX1j2xjy W2tlv+vvHG6sI0R 1 QkIKG
MFfzsT7WSU6ILetv

iND CERTIFICATE:

SHA256withRSA

201803

Citizen CA

Certipost N.V./S.A.

Brussels

BE

72020329970

Patrick Jean

Kremer

Patrick Kremer (Signature)

BE

Sat Jun 02 00:04:19 CEST 2018

Wed May 31 01:59:59 CEST 2028

7D788L7(‘ 6B B 7-DCE461:B)
:ED:CB:BD:48:C5:FF:
SF:73:83:

%4 bE 3B:C9:10:A3: (x' 7D:42:6

D9:34:21:3E:3A:42:25:6D:E1:BB:BF:BE:47:4C:F8:02:AD:E3:2F:54

http://certs.eid.belgium.be/citizen201803.crt

http://ocsp.eid.belgium.be/2
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Certificate Policies Policy OID: 2.16.56.12.1.1.2.1
CPS pointer: http://repository.eid.belgium.be
CPS text: [Gebruik onderworpen aan aansprakelijkheidsbeperkingen, zie CPS - Usage soumis a des

limitations de responsabilité, voir CPS - Verwendung unterliegt Haftungsbeschridnkungen, gemaéss
CPS]

Policy OID: 0.4.0.194112.1.2

CRL Distribution Points http:/erl.eid.belgium. be/eide201803.crl

Extended Key Usage id kp emailProtection

QCStatements - crit. = false id_etsi_gcs_QcCompliance

id_etsi_gcs_QcSSCD

Key Usage: nonRepudiation
Thumbprint algorithm: SHA-256
Thumbprint: D2:06:4F:DD:70:F6:98:2D:CC:51:6B:86:D9:D5:C5:6A:EA:93:94:17:C6:24:B2:E4: 78:C0:B2:9D:E
5:4F:84:74
TSL Type http://uri.etsi.org/TrstSvc/TrustedList/TSL Type/EUlistofthelists
Scheme Territory EU
Mime Type application/vnd.etsi.tsl+xml
Scheme Operator Name
Name [en] European Commission
Scheme Type Community Rules
URI [en] http://uri.etsi.org/TrstSve/TrustedList/schemerules/EUlistofthelists
List Issue Date Time 2020-07-17T01:00:00Z
Next Update
date Time 2021-01-17T00:00:00Z
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1 - TSP: Post.Trust Ltd

TSP Name

Name

TSP Trade Name

Name

Name

Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

ElectronicAddress

URI

URI

TSP Information URI

URI

[en]

[en]

[en]

[en]

[en]

[en]

[en]

[en]

[en]

[en]

[en]

Post. Trust Ltd

Post.Trust Ltd is a subsidiary of An Post

VATIE-8241954E

An Post

GPO, O'Connell Street

Dublin 1

D01 F5P2

IE

mailto:trust@post.trust.ie

http://www.post.trust.ie/

http://www.post.trust.ie/ProductsServices/Pages/ProductsServices.aspx

1.1 - Service (withdrawn): Post.Trust Ltd - qualified certificate service

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

Certificate fields details

[en]

[en]

http://uri.etsi.org/TrstSve/Svetype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified

by the relevant registration services.

Post.Trust Ltd - qualified certificate service
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Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer OU:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Key Identifier

Subject Key Identifier

Key Usage:

967218965

----BEGIN CERTIFICAT]

MIIEuzCCAGOgAWIBAIEOaaXFTANBgkqhkiG9wOBAQUFADBWMQswCQYDVQQGEWIIRTEQMA4GA 1UE
CHMHQWAUGOADEYMBYGAIUECYMPUGI2dCSUcr V2dCBMAGOUMRSWGQYDVQQDEXIQbINOLIRYGXNO
IFIvb3QgQ! IMDKxNDA IM] QswCQYDVQQGEWIIRTEQ
MA4GAIUECI hMH(]W4gU(191dDEYMB oA TUECXMP G SConVode BMdGQuMRswGQYDVQQDEXJQb3NO
LIRydXNOIFIVb3QgQUE WegEIMAIGCSqOSIoIDOEBAQUAAIBD Aweg EK AoIBAQDWIRPDSTY 2Pyp
sOXUgNO3Lc74veOX4HmAfCm3jZw2BNzof9SCIDyFbzyMhyol+EGEHBqITHPz1 EFdyA
9ZBWOLGC 0Py Wxind TXBQGjegDs 14KiZo85nUDIS¢EmL /wl9amiulR6q 7odl1 8Cxc/m3C:
LIOHGae KA TOLFRTUgucSOAAV VI V242 T QAAQODSOXUOWbra2hNAC S TSSABK Wil 7a24h
ceYIRU0dZg03yQPhOcresS9wOreBYpYbZK Fru+GG60GIqJzYyqDhli/4D+G6QDj3bdGlykwZylbe
SEkeCrbTqlE6 s 7S10/AGMBANGigaGPMITBizAPHENVERMBATSEBTADAQH MIBI2Y DVROZ
BIBHTCCARKwggE VBacqgnS 76CIBMIIBCDCB2QYIKwYBBQUHAglwgcAagh1Jc3N1ZWQgY XMg Y SBj
ZX10aWZpY2F0ZSBzdWIqZWNOIHRVIFBvc3QuVHI1c3QgQ1BTIHdoaWNolGxpb W10cyB3YXJy Y W50
aWVZIGFuZCBsaWFiaWxpdHkgb2YgUG92dC5UenVadCBMaW1pdGVKLIBCeSBhY 2NIcHRpbmesIHRo
Z8ByZWx3aWsnIHBhenRSIGFja25vd2xIZGdlcyBpdCBoYXMgemVhZCBhbmQgY WNjZXB0ZWQgdGhl
IENQUY4wNgYIKwYBBQUHAgE WKiBodHRwOiSvd3d3Lubve3 Qudtiy1c3Qua W UvemV wb3NpaCojcHMu
aHRIbDAOBZNVHQ MICACYWHWY] jigFz+ ToDIfAs V4sOAgvinguznZewHQYD
VROOBBYEFI6hc/k6AyHwLF eLDg1L454Lss7xmooc SqGSleDQLIJHQUAAMBAQCPLmLMezQalPa@
hwyMOud7u6DK 8xsJknt VU3OH3yvDUUeufzBRXSCYaWK2VHjvSSFppGZQsMXXnL TiMZOIne5Q

E15bal9G52RzviVRENQeNR W9u7sEJwOdp2Eeand/n9cKmaLKC) /Jszlkang‘)AZHdVAx%Yﬂ( ST
eEByIZ20PTolsAK Wilp. gtkQNW3X E/CMY gl VGTOTIPYdcGas
5VScOapsDQNAIGnOKtWm3nY 2ikoCJ+gbGZL 9eqe: OV e fzgXXeUa6yD; YV
gFe3bTidKd300gHXdGzQy Vid

,,,,, END CERTIFICATE----

SHA IwithRSA

Post. Trust Root CA

Post. Trust Ltd.

An Post

IE

Post. Trust Root CA

Post. Trust Ltd.

An Post

IE

Thu Jul 05 11:14:08 CEST 2007

Tue Jul 05 11:12:33 CEST 2022

30:82:01:22:30:0D:06:09:2A:86:48:86:F 7: OD 01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:D6: 7F:13:E4:0D:24:D8:D8:FB:E9:B6:C3; m 52 AJ 4E: D(‘ B7:3B:E2F7:0E:SF:81:E6G OlvF()Aﬁ F6:36:70:D8:13:73:
E:53:48:F5:90:5F:6D:6D:.

7FAB BﬁB 6E:21:71:
:1C:0;

IsCA: true

Policy OID: 1.2.372.980002.1

CPS text: [Issued as a certiticate subject to Post. Trust CPS which limits warranties and liability of
Post. Trust Limited. By accepting, the relying party acknowledges it has read and accepted the CPS.]

CPS pointer: http://www.post.trust.ie/reposit/cps.html

8E:A1:73:F9:3A:03:21:F0:2C:57:8B:0E:02:0B:E3:9E:0B:B3:9D:97

8E:A1:73:F9:3A:03:21:F0:2C:57:8B:0E:02:0B:E3:9E:0B:B3:9D:97

digitalSignature - nonRepudiation - keyCertSign - cRLSign
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Thumbprint algorithm: SHA-256

Thumbprint: 39:F6:03:3C:A6:64:CE:DB:21:67:44:D3:C6:F2:B2:E8:E3:CE:BD:68:69-F7:DF:F4: 7E:0D:B9: 1A:79
-C4:16:F8
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn
Service status description [en] undefined.
Status Starting Time 2019-01-25T00:00:00Z

1.1.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/ TrstSve/ TrustedList/SvelnfoExt/RootCA-QC

1.1.2 - Extension (not critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.
Criteria list assert=all
Key Usage [ digitalSignature ] true
Key Usage [ nonRepudiation | true
Key Usage [ keyEncipherment ] true
Key Usage [ dataEncipherment ] .
Key Usage [ keyAgreement | true
Key Usage [ keyCertSign ] true
Key Usage [ criSign | false
Key Usage [ encipherOnly | filse
Key Usage [ decipherOnly | filse

1.1.3 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures
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1.1.4 - History instance n.1 - Status: granted

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject OU:

Subject O:

Subject C:

X509S8KI

X509 SK1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] Post. Trust Ltd - qualified certificate service

Post. Trust Root CA
Post. Trust Ltd.
An Post

IE

JjqFz+ToDIfAsV4sOAgvinguznZc=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted

2016-06-30T22:00:00Z

1.1.4.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SveInfoExt/Root CA-QC

1.1.4.2 - Extension (not critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.
Criteria list assert=all
Key Usage [ digitalSignature | true
Key Usage [ nonRepudiation ] true
Key Usage [ keyEncipherment ] true
Key Usage [ dataEncipherment ] true

EIRE/IRELAND (IRELAND) - Trusted List ID:
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Key Usage

Key Usage

Key Usage

Key Usage

Key Usage

1.1.4.3 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[ keyAgreement | true

[ keyCertSign | true

[criSign | false

[ encipherOnly ] false

[ decipherOnly ] false

[en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.1.5 - History instance n.2 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject OU:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] Post. Trust Ltd - qualified certificate service

Post. Trust Root CA
Post. Trust Ltd.
An Post

IE

JjqFz+ToDIfAsV4sOAgvinguznZc=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2008-06-11T12:00:00Z

1.1.5.4 - Extension (not critical): additionalServiceInformation

EIRE/IRELAND (IRELAND) - Trusted List ID:
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AdditionalServiceInformation

URI

[en]

1.1.5.5 - Extension (not critical): Qualifiers [QCWithSSCD]

Qualifier type description [en]

Criteria list assert=all

Key Usage

Key Usage

Key Usage

Key Usage

Key Usage

Key Usage

Key Usage

Key Usage

Key Usage

it is ensured by the trust service provider and controlled (supervision model) or audited (accreditation model) by the

http://uri.etsi.org/TrstSvc/TrustedList/SvelntoExt/RootCA-QC

referenced Member State (respectively its Supervisory Body or Accreditation Body) that all Qualified Certificates issued
under the service identified in "Service digital identity" and further identified by the filters information used to further

identify under the "Sdi" identified trust service that precise set of Qualified Certificates for which this additional

information is required with regards to the presence or absence of Secure Signature Creation Device (SSCD) support ARE
supported by an SSCD (i.e. that that the private key associated with the public key in the certificate is stored in a Secure

Signature Creation Device conformant with the applicable European legislation);

[ digitalSignature |

[ nonRepudiation |

[ keyEncipherment ]

[ dataEncipherment |

[ keyAgreement |

[ keyCertSign |

[ criSign |

[ encipherOnly ]

[ decipherOnly |

true

true

true

true

true

true

false

false

false
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2 - TSP: Adobe Systems Software Ireland Ltd.

TSP Name

Name

TSP Trade Name

Name

Name

Name

PostalAddress

Street Address

Locality

Country Name

ElectronicAddress

URI

URI

TSP Information URI

URI

[en]

[en]

[en]

[en]

[en]

[en]

[en]

[en]

[en]

[en]

Adobe Systems Software Ireland Ltd.

Adobe Systems Software Ireland Limited

Adobe Systems

VATIE-6364992H

4-6 Riverwalk

Citywest Business Campus, Dublin 24

IE

mailto:cloudsignatures@adobe.com

https://www.adobe.com

https://www.adobe.com/misc/pki/cds cp.html

2.1 - Service (granted): Adobe Qualified Timestamp CA

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

Certificate fields details

Version:

[en]

[en]

http://uri.etsi.org/TrstSve/Svetype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

Adobe Qualified Timestamp CA
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Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer OU:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

CRL Distribution Points

Certificate Policies

Subject Key Identifier

Authority Key Identifier

Key Usage:

23978163037621421824106346452512302342

——-BEGIN CERTIFICATE--

MIIGM{CC] IQEgoGtnPsDI BgkghkiG9wOBAQsFADBSMQswCQYDVQQG
EwIVUZEMCEGA 1UEChMaQWRYYmUgU3IzdGVicyBJbmNvenBvemF0ZWQxHTAbBgNVBASTFEFkb2J1
IFRydXNOIFNIenZpY2 YDVQQDEXBBZ( XDTE3MDYwMTAwMDAw

MFoXDTM3MDUZMTIZNTk10Vowg YkxCzAIBgNVBAY TAKIFMSwwK g YDVQQKDCNBZG9iZSBTeXNOZW 12
IFNVZnR3Y XJUElyZWxhbmQg THRKLIEAMBSGA 1UECwwUQWRyYmUgVHI1¢3QgU2VydmljZXMxLTAr
BgNVBAMMIEFKb2JIIFFIY WxpZmlIZCBUaW 1 Ic3RhbXAgU2VydmliZSBDQTCCAilwDQYJKoZIhveN
AQEBBQADggIPADCCAgoCggIBAK6ASIIOCTWFF97jhjDNHCGvZlgxaMwMSkk WzNoOE3POIOd/ar
qZCIMwIdDuHcS5vCLILONGCZ2eK PRsdgHeM+fWXmSe558aX YLPWLaQj5aO0XgFS8 7qhUnlawRfiwTT
NXsOKE9SbIR 7aqejsiuig 391 1L GKF3w Y NvSDirfidinTKHLOw i+/MsSN3L2XKpWYczFybXSLK
WrcOkY7DgW5Q U3C9X: UHD4(SLLngKgvYm/ZIK7VVin
hi6F3bV2qDKuSOpiXv212D+N6aWL2TgupetrOksXynyCNwipK HiObHOVGRBEbpCvanvLkvHMo3M
Ipz0i4YgYFASRMZxpHIQHOByOhekSmSoNRSLIOSINyuPAGADEUYFHIRLSSD/ol POKTO00S2775
79DDzol )12+al1Dp7C Yayot9UHoBKpFY1
NYKNJISkqYowSHpakyHel PIOc60SCZuzu0T uquWMNzﬁMAGNAﬁsuz VEFugltF: N ONSK028UBima
nL{QnBMWDSMEBSASRuDy b ol7IK WDH/XqiLOKNeal qoZASEwW GHImOIN chadxdicQuiL.

+AaL WxEHS1diRAOp2mBMYDVAgMBAAG TAQ! DAIBENVERSE
LiAsMCqgKKAmhiRodHRWOIBVY3JsLmF kb2 7/11.vabs9thg,thbmn/vmjcmu wDgYDVROPAQH/
BAQDAGEGMBEGA 1UdIAQKMAgwBgYEVR0gADAJBgNVHQ4EFgQUY zjOUIKnt038IESA2pSgpTWmVSw

HwYDVROBBawFoAUphb VOk TRIPSH bar e T Qu DQYIKoZIveNAQELBQADggIBAItOCST
k7MjqUeXZFS6CKeRihdIN260cA T+myOe062Ce/r22HkthGdUrlzI0 VLx(‘WsIPXZme:oLHPm
xvSqxVIHGPSY410/2500mNTWfFewnnGgG. 3RyeRXUxbI TmSam3 KB
ZVipurTFDKUA9Z3 7dnar EiDweseyIwIC 149y YiXWiainis WDGeM2VITENISKeBAvSSOZKufey
CniNA DI SR ARUZuN GBS VIONTIOKHEA VIAFOWBpd X180 W XsumBGTiC yuc EING3S8geWo
[4cY/VISSykCETHRQASYMIxYMYiMD1Sb04APSF3T16wyil paoZF 1 OaktiMHFS Y Qa6 TBhSudL 9pC
MCOdbMcrg9hmPeliGSB-+c/f3 1h4reOfpXq7b0q5n7Clh/2BonF G Qron WMBJKDK WEVe+HIbk Vg.yw

[gduQTHHzmm 708 10/0T6vp2WYMVWOF QPKNSX YoQrA
RvoLhggADBVm: ammomnr.nu\'qumwahNﬂbAI-Vu.w,l-oysmpwwsuwm,vwl yan
upwsopnlxax(,wmwf/mvn bG6A. /SSVK/TS).

rrrrr END CERTIFICATE-—

SHA256withRSA

Adobe Root CA G2

Adobe Trust Services

Adobe Systems Incorporated

Us

Adobe Qualified Timestamp Service CA

Adobe Trust Services

Adobe Systems Software Ireland Ltd.

IE

Thu Jun 01 02:00:00 CEST 2017

Mon Jun 01 01:59:59 CEST 2037

IsCA: true - Path length: 0

http://crl.adobe.com/adoberootg?2.crl

Policy OID: 2.5.29.32.0

63:38:CE:50:8B:4A:9E:DD:37:F0:81:2C:03:6A:7C:82:94:D6:99:5F

A6:1C:E1:6D:54:24:4C:A8:8F:48:72:BF:6E:A9:8C:D5:E4:EC:31:D4

keyCertSign - cRLSign
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Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject OU:

Subject O:

Subject C:

X509S8KI

X509 SK 1

Service Status

Service status description

Status Starting Time

Service Supply Points

Service Supply Point

[en]

SHA-256

E8:98:CE:4D:E8:86:FD:7E:49:D1:F3:9F:B6:D6:15:74:41:5C:A3:A7:8D:15:1E:B6:44:AC:51:1E:60:

C6:5A:85

Adobe Qualitied Timestamp Service CA

Adobe Trust Services

Adobe Systems Software Ireland Ltd.

IE

YzjOUItKnt0381EsA2p8gp TWmVE8=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted

undefined.

2017-08-31T23:00:00Z

http://crl.adobe.com/adoberootg?2.crl
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3 - TSP: TrustPro QTSP Ltd

TSP Name

Name

TSP Trade Name

Name

Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

ElectronicAddress

URI

URI

TSP Information URI

URI

[en]

[en]

[en]

[en]

[en]

[en]

[en]

[en]

[en]

[en]

TrustPro QTSP Ltd

TrustPro QTSP Limited

VATIE-3596647LH

Suite 51, Guinness Enterprise Centre, Taylor's Lane

Dublin 8

D08 N9EX

IE

mailto:info@trustpro.eu

https://www.trustpro.eu

https://docs.trustpro.eu

3.1 - Service (granted): TrustPro Qualified CA 1 for eSignature

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

Certificate fields details

Version:

[en]

[en]

http://uri.etsi.org/TrstSve/Svetype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified

by the relevant registration services.

TrustPro Qualified CA 1 for eSignature
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Serial Number:

X509 Certificate

Signature algorithm:

Issuer C:

Issuer L:

Issuer O:

Issuer OU:

Issuer CN:

Issuer 2.5.4.97:

Subject C:

Subject L:

Subject O:

Subject OU:

Subject CN:

Subject 2.5.4.97:

Valid from:

Valid to:

Public Key:

Authority Info Access

Subject Key Identifier

2733900750608862475

---=-BEGIN CERTIFICATE-----

MIIGETCCBFmgAWIBAGIIDEP3M3DQswDQYJIKoZIhveNAQELBQAwg Y exFTATBgNVBGEMDESUUKIF
LTYzNzIxXODEIMCMGA 1 UEAwwe VHI1e3RQem8gUX VhbGlma W VKIFIvb3Q2Q0EgMTENMASGA TUECwwE
UVRTUDERMBEGAILECEWRVEIe3R Qem3gUY RTUCBMGODzANBENVBACMBKR I Ymuph ELMAKGA IUE
BEIMCSUUWHReNMTkwMzI2MTIyNAXWheNMzkwMzI2MTAZNTA4WCB; MGA IUEY QwMTIRSSUUL
NiM. YDVQQDDBAL 'pZWQgQOE IMASGA1UECwwEUVRTUDEa
MBEGA IUECawR VAT e3RQemSgUVRTUCBMAGQXDZANBgNVBACMBER | YmxpbiELMAKGA | UEBRMCSUUW
2eliMAOGCSqGSIb3DQEBAQUAA4ICDWAWggIKAoICAQDeOK1 8xmi99FYMDadb+6C6rD0ryEATIHID

4TFWoq6+0Ure ThoPBoe Y SCKHpolZ3 KK ISADSWPMbiSpIL HK Z9BaiR2NwXhpbHBYDUN2ZV VKB
FNBOK bQ/3kVRunMe+DS1ZKINSIO e ALSOZIV TWGmJal T T4pwy 7OQZR 2 eTWIHIZKAMPNFS 0
anQ INkV TisnquiK0S03gMT3LP-5dLKQZN3 BDITWPGZbOSQOUF C+TOK/F
L/LWLbYN/kASVo9W4YL'aBL7/UJ “0iOPKZL 8ruxal wbPpQg TSxupul Gk WuOfDytX4TyTzVsVAPgd
HmdLeMDIUp9IfYG: cDghG30NwzLogr2ubtQKfoQ8zRHkScuPsdt YIL28ziOWe3D
ai/oa+LaplmF MRV xvCOMSCASK Eum§ UM OS4IcIL D CHBUGy IMmR Zq TXpo3 2ShpESL
aKhaFkzEw00qBDQ4zHvsbqQbqit4N7ge8 Y YB/w1 TMGB+4116idY pejSR SnuL9Y BAnwz4nSqxIk Y
TgYsImBjyGIT2M9bL4+nagn6qPhWRXeTIOi9VY Y6ijYsjdbRLgyR W2kipXtrqjq36604P4doNWvV
EkmkzVISRVPDS . NOuSXI TueFMErHTE3VS SRSk wIDAQABodH MIHEMEQGCC s(;AQUFBwEBBDgw
NjA0BggrBgEFBQew 2Ex]
BgNVHQ4 FFgOUFuQFnI’th(“+n1lv/HathVFngSWDwYDVROTA QH/BA UwAwFB/7A fBgNVHSMFGnA w
BTPSxmW9Y6UsqtisG1IWOIDbU6DA3IBENVI 0i8vY2EudHI 3R
em8uZXUvY3Iscy9yb290Y 2ExLmNybDAOBEN VlIQXBAiXLBAMCAQYWDQYIKﬂAIhchAQLLBQADﬂgIB
ALBWKHAPEpjPz(3eCFAU42GazBspoUVSFRGL3RBz/IndAoac TMEjdjStRnOcz4m3uq6vevtQXNF
tSkCr9VeleimyiuB7DId3FY TKolbF Yu7Frj0sl4t+Dd7gUoMABTwEQbxfoaE FeeFyd9rRn VkwB
Hy1/92u2KVwkLpYIScAXSPXS0SmA 7rshCCZI35Iul24DYFKS2js Y figdHq/tpGeke2dZnwokbRG
WepSUgrK e+ g aXStAIMBUCKASTnlLjgviF W/Z0b4 L IMendHy QJs+hA TPy MxOS TEkv Gk WBS B
OPaNFEKHuCO/q Q83F1hbXHdokqfL EveL MBdryBdciP4A 7vdyKE' M/ICws+
YaRYOjetm03SNRVUS4pFBE/AJIOropWIWpIPMAcTeye/OW/YjIKXCXnlFz/yABFpBtAvqvOMCE
N+GHOrTSqlll. q,RAbG,JJu...mWFzgwknwzanv TIFUFCK/) O7A94W6mSOjOR?OMnZ?NVbrq
CKsBNYITU/mOU, 0vG lizlqWhyDB3) Q/
TD3/vsXaR Y 5b28wAZK 7IAXbOyyF: XGSk7v1:4nv1zupvqphjkusmxlryonuijlwqlkunmuxy

=5
5%

-----END CERTIFICATE-

SHA256withRSA

IE

Dublin

TrustPro QTSP Ltd

QTSP

TrustPro Qualitied Root CA 1

NTRIE-637218

IE

Dublin

TrustPro QTSP Ltd

QTSP

TrustPro Qualitied CA 1

NTRIE-637218

Tue Mar 26 13:26:01 CET 2019

Sat Mar 26 11:35:08 CET 2039

. “AS-F8-5
F3: 374RBDC75I76F78.?0 : .AC74Fanni4B74 n8F7ZB 20?010001

http://www.trustpro.eu/certs/rootcal .crt

16:EF:44:A0:F7:D5:B4:2F:A6:22:2C:FF:07:94:61:87:90:A0:F5:FF
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Basic Constraints IsCA: true

Authority Key Identifier CF:4B:19:96:F5:8E:94:B2:AB:62:F0:6D:49:58:E2: IF:0D:B5:3A:6C
CRL Distribution Points http://ca.trustpro.ew/crls/rootcal .crl
Key Usage: keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint: 88:B8:77:51:C1:C2:41:21:FA:61:29:3B:05:6B:C6:AE:CA:28:AF:CF:C7:E9:8A:D1:B0:F2:70:A4: 1F
:89:92:2D
X509SubjectName
Subject C: IE
Subject L: Dublin
Subject O: TrustPro QTSP Ltd
Subject OU: QTSP
Subject CN: TrustPro Qualified CA 1
Subject 2.5.4.97: NTRIE-637218
X509SKI
X509 SK1 Fu9EoPfVtC+mliz/B5Rhh5Cg9fs=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted
Service status description [en] undefined.
Status Starting Time 2019-07-17T23:00:00Z

3.1.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvclnfoExt/ForeSignatures

3.1.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSve/Svetype/CA/QC

Service Name
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Name [en]

Service digital identities

X509SubjectName

Subject C:

Subject L:

Subject O:

Subject OU:

Subject CN:

Subject 2.5.4.97:

X509SKI

X509 SK 1

Service Status

Status Starting Time

TrustPro QCP-n

IE

Dublin

TrustPro QTSP Ltd

QTSP

TrustPro Qualitied Root CA 1

NTRIE-637218

z0sZIvWOILKrYvBtSVjiHw210mw=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted

2019-07-17T23:00:00Z

3.1.2.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en]

3.2 - Service (granted): TrustPro Qualified CA 1 for eSeal

Service Type Identifier

Service type description [en]
Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

http://uri.etsi.org/TrstSve/Svetype/CA/QC

http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified

by the relevant registration services.

TrustPro Qualified CA 1 for eSeal
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Serial Number:

X509 Certificate

Signature algorithm:

Issuer C:

Issuer L:

Issuer O:

Issuer OU:

Issuer CN:

Issuer 2.5.4.97:

Subject C:

Subject L:

Subject O:

Subject OU:

Subject CN:

Subject 2.5.4.97:

Valid from:

Valid to:

Public Key:

Authority Info Access

Subject Key Identifier

2733900750608862475

---=-BEGIN CERTIFICATE-----

MIIGETCCBFmgAWIBAGIIDEP3M3DQswDQYJIKoZIhveNAQELBQAwg Y exFTATBgNVBGEMDESUUKIF
LTYzNzIxXODEIMCMGA 1 UEAwwe VHI1e3RQem8gUX VhbGlma W VKIFIvb3Q2Q0EgMTENMASGA TUECwwE
UVRTUDERMBEGAILECEWRVEIe3R Qem3gUY RTUCBMGODzANBENVBACMBKR I Ymuph ELMAKGA IUE
BEIMCSUUWHReNMTkwMzI2MTIyNAXWheNMzkwMzI2MTAZNTA4WCB; MGA IUEY QwMTIRSSUUL
NiM. YDVQQDDBAL 'pZWQgQOE IMASGA1UECwwEUVRTUDEa
MBEGA IUECawR VAT e3RQemSgUVRTUCBMAGQXDZANBgNVBACMBER | YmxpbiELMAKGA | UEBRMCSUUW
2eliMAOGCSqGSIb3DQEBAQUAA4ICDWAWggIKAoICAQDeOK1 8xmi99FYMDadb+6C6rD0ryEATIHID

4TFWoq6+0Ure ThoPBoe Y SCKHpolZ3 KK ISADSWPMbiSpIL HK Z9BaiR2NwXhpbHBYDUN2ZV VKB
FNBOK bQ/3kVRunMe+DS1ZKINSIO e ALSOZIV TWGmJal T T4pwy 7OQZR 2 eTWIHIZKAMPNFS 0
anQ INkV TisnquiK0S03gMT3LP-5dLKQZN3 BDITWPGZbOSQOUF C+TOK/F
L/LWLbYN/kASVo9W4YL'aBL7/UJ “0iOPKZL 8ruxal wbPpQg TSxupul Gk WuOfDytX4TyTzVsVAPgd
HmdLeMDIUp9IfYG: cDghG30NwzLogr2ubtQKfoQ8zRHkScuPsdt YIL28ziOWe3D
ai/oa+LaplmF MRV xvCOMSCASK Eum§ UM OS4IcIL D CHBUGy IMmR Zq TXpo3 2ShpESL
aKhaFkzEw00qBDQ4zHvsbqQbqit4N7ge8 Y YB/w1 TMGB+4116idY pejSR SnuL9Y BAnwz4nSqxIk Y
TgYsImBjyGIT2M9bL4+nagn6qPhWRXeTIOi9VY Y6ijYsjdbRLgyR W2kipXtrqjq36604P4doNWvV
EkmkzVISRVPDS . NOuSXI TueFMErHTE3VS SRSk wIDAQABodH MIHEMEQGCC s(;AQUFBwEBBDgw
NjA0BggrBgEFBQew 2Ex]
BgNVHQ4 FFgOUFuQFnI’th(“+n1lv/HathVFngSWDwYDVROTA QH/BA UwAwFB/7A fBgNVHSMFGnA w
BTPSxmW9Y6UsqtisG1IWOIDbU6DA3IBENVI 0i8vY2EudHI 3R
em8uZXUvY3Iscy9yb290Y 2ExLmNybDAOBEN VlIQXBAiXLBAMCAQYWDQYIKﬂAIhchAQLLBQADﬂgIB
ALBWKHAPEpjPz(3eCFAU42GazBspoUVSFRGL3RBz/IndAoac TMEjdjStRnOcz4m3uq6vevtQXNF
tSkCr9VeleimyiuB7DId3FY TKolbF Yu7Frj0sl4t+Dd7gUoMABTwEQbxfoaE FeeFyd9rRn VkwB
Hy1/92u2KVwkLpYIScAXSPXS0SmA 7rshCCZI35Iul24DYFKS2js Y figdHq/tpGeke2dZnwokbRG
WepSUgrK e+ g aXStAIMBUCKASTnlLjgviF W/Z0b4 L IMendHy QJs+hA TPy MxOS TEkv Gk WBS B
OPaNFEKHuCO/q Q83F1hbXHdokqfL EveL MBdryBdciP4A 7vdyKE' M/ICws+
YaRYOjetm03SNRVUS4pFBE/AJIOropWIWpIPMAcTeye/OW/YjIKXCXnlFz/yABFpBtAvqvOMCE
N+GHOrTSqlll. q,RAbG,JJu...mWFzgwknwzanv TIFUFCK/) O7A94W6mSOjOR?OMnZ?NVbrq
CKsBNYITU/mOU, 0vG lizlqWhyDB3) Q/
TD3/vsXaR Y 5b28wAZK 7IAXbOyyF: XGSk7v1:4nv1zupvqphjkusmxlryonuijlwqlkunmuxy

=5
5%

-----END CERTIFICATE-

SHA256withRSA

IE

Dublin

TrustPro QTSP Ltd

QTSP

TrustPro Qualitied Root CA 1

NTRIE-637218

IE

Dublin

TrustPro QTSP Ltd

QTSP

TrustPro Qualitied CA 1

NTRIE-637218

Tue Mar 26 13:26:01 CET 2019

Sat Mar 26 11:35:08 CET 2039

. “AS-F8-5
F3: 374RBDC75I76F78.?0 : .AC74Fanni4B74 n8F7ZB 20?010001

http://www.trustpro.eu/certs/rootcal .crt

16:EF:44:A0:F7:D5:B4:2F:A6:22:2C:FF:07:94:61:87:90:A0:F5:FF
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Basic Constraints IsCA: true

Authority Key Identifier CF:4B:19:96:F5:8E:94:B2:AB:62:F0:6D:49:58:E2: IF:0D:B5:3A:6C
CRL Distribution Points http://ca.trustpro.ew/crls/rootcal .crl
Key Usage: keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint: 88:B8:77:51:C1:C2:41:21:FA:61:29:3B:05:6B:C6:AE:CA:28:AF:CF:C7:E9:8A:D1:B0:F2:70:A4:1F
:89:92:2D
X509SubjectName
Subject C: IE
Subject L: Dublin
Subject O: TrustPro QTSP Ltd
Subject OU: QTSP
Subject CN: TrustPro Qualified CA 1
X509SKI
X509 SK 1 Fu9EoPfVtC+mliz/B5Rhh5Cg9t8=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted
Service status description [en] undefined.
Status Starting Time 2019-09-04T23:00:00Z

3.2.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvclnfoExt/ForeSeals

3.2.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSve/Svetype/CA/QC
Service Name
Name [en] TrustPro QCP-I
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Service digital identities

X509SubjectName

Subject C:

Subject L:

Subject O:

Subject OU:

Subject CN:

Subject 2.5.4.97:

X509SKI

X509 SK 1

Service Status

Status Starting Time

IE

Dublin

TrustPro QTSP Ltd

QTSP

TrustPro Qualitied CA 1

NTRIE-637218

Fu9EoPfVtC+mliz/BSRhh5Cg918=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted

2019-09-04T23:00:00Z

3.2.2.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSeals

3.3 - Service (granted): TrustPro Qualified Root CA 1

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

Certificate fields details

Version:

Serial Number:

[en]

[en]

http://uri.etsi.org/TrstSve/Svetype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified

by the relevant registration services.

TrustPro Qualified Root CA 1

6566695610885902639
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X509 Certificate

Signature algorithm:

Issuer C:

Issuer L:

Issuer O:

Issuer OU:

Issuer CN:

Issuer 2.5.4.97:

Subject C:

Subject L:

Subject O:

Subject OU:

Subject CN:

Subject 2.5.4.97:

Valid from:

Valid to:

Public Key:

Subject Key Identifier

Basic Constraints

Certificate Policies

BEGIN CERTIFICA

MII(:!T(_(_BAZgAwlBAgllWy(xWLLdkswaOY!KoZIhu.N/\QELBUAWchxFTATBgNVB(;EMDESUUkIF
LTYzNzIxXODEIMCMGA | UEAwwe VHI1¢3RQem8gUX VhbGlma W VKIFIvb3Q2QOEgMTENMASGA UECww,
UVRTUDEaMBgGA IUECgwR VHI1c3RQcmSgUVRTUCBMAGQxDzANBgNVBAC MBkRImeprF[MAkGAIUF
BAMCSUUWHheNMTkwMzI2MTAZNTA4WheNMzkwMzI2MTAZNTA4WjCBhzEVMBMGA IUEY QwMTIRSSUUt
NiM3MJE4MSUwlwYDVQQDDBxUenVzdFBybyBRdWFsaW.ZpZWQzUm9vdCBDQSAXMQOwCwYDVQQLDARR
VFNQMRowGA YDVQQKDBFUcnVzdFBybyBR VFNQIEX0ZDEPMAOGA I UEBwwGRHVibGluMQswCQYDVQQG
EwJIRTCCAilwDQYKoZIhveNAQEBBQADggIPADCCAgoCggIBAOIZFSfyGSSnZbRFOgWNTB2j3 1x5
XOzfNwHelqnPxqM51qVIY fC3ITRIH2WauSMGHdvRRwusKaL VImSpsBpsiRvUmOJpEbSGimd1dklV
BUIK2947YcgUBBWjPkwd6Ln [ ySoswOv4/xZ9jF OSOBXT3qghsUApC 20j0
ShQIXBpdllsWhZWIkY DoV;jCoVGauLv39Redho2 VA8V Aorh
TPbsRdimtKwOmAogU3bjrR/oZTICALOH+v2QSU4HKBGIfwul2qUw6AQ3POVXR3yG6j/VnkwuFoj2
5+1va4KpiN1 WngRXRG66s5qFMgDMTP62q/S 7L hwr77C3US TNoawPGdQHiMRg/aaBPgXABOwhrcDe
Ki3ShyPACxetX2 VaiUXUMPIBmMZDRBy mbbzSPebg -askUlaztQRKIo00 ZenloGY YKOSMIDK2u5C.
mhCHe9EQszvNLRgS+5 TiyED99r6u6LIZwNIR +1xSc4kQqmVYxXIRjFsP+Aqxk39VeDefyNTSL72a
02zp/SEPDNWUEBMiauQVQGsck Wd0JFKUPIZFSD6bauD/fAjkA8I3NtNjcudeald1 0GmIInWXitEqa
qImaDyvr9yr9zS WejwLR2wL3PoFp0bQAQOOWyLDrK19+XPKnAgMBAAGijeZIwe Y SwHQYDVROOBBYE
[FMILGZb1jpSyq2LwbUIY4hSNtTpsMASGA 1UdEwEB/wQF) ’VlAMIJAwa TQYDVROgBE kavuc CBggrbeEE

AYOdiTAIMDQGCCSGAQU 3FicHM(ZWAu
L(:RmM/M(z/\ 1UdDWEBY/% WQEA wlBB/ANngqhkA(zQu ()BAQVFAAU( AgEAleyQ‘)Xau XhMRbW(?m!(JIWA
300A8EO4GBkeDID ip+4dZL 1h3eX3TvyrfIPUGpNg9nRIco6

‘Almeqsx AkM6150KpsOBYOKFURGBI0x gk X BxgUnclIGAX Bwalify d2TizLpQITESCebZRerAOE
DEiFB+/222/Mh6JKOfAFIT+yMiqTus0BVeKaNLz8qK$4ZkOgrQ/gP78QMPa2lc ThD/qf) Z5gted
1dDhg9elUBANDNzxSUGHlk/b2scluWPSPqsRxkeBmbqqa7lpnOpdu6IBFX1q1eKFF93PYMw0OVU
e VHIGTIYFGYSDScTVuNSSICdeqat!WDenXGlqvbodUtypLpWHkac3 Ot Yjsn28018 312D

ObaOLPFFK+UZBD(2uTgALWZBEISEFpCR; X DjMRvy0

nTAUIISIPIQT0ECHICKBZD) LakmjoS YV koo w_govm quyouc,llrhya,pxq:Noclsdk

VIS0 VSKSO 7wUiXha+DRO: XD45VX0bmEu20: Y4iMy7BaL
uOcHicx AE4GIAOelds0Q] 7 WAs=

rrrrr END CERTIFICATE-—

SHA256withRSA

IE

Dublin

TrustPro QTSP Ltd

QTSP

TrustPro Qualified Root CA 1

NTRIE-637218

IE

Dublin

TrustPro QTSP Ltd

QTSP

TrustPro Qualified Root CA 1

NTRIE-637218

Tue Mar 26 11:35:08 CET 2019

Sat Mar 26 11:35:08 CET 2039

¥’ y DI
F-55:78:37.9F CSD- DZZFRD 9A:3B:3A 7FFa
4A:9A:AA:59:9A:0E:FB:EB:F7:2A:,

CF:4B:19:96:F5:8E:94:B2:AB:62:F0:6D:49:58:E2:1F:0D:B5:3A:6C

IsCA: true

Policy OID: 1.3.6.1.4.1.52969

CPS pointer: https://www.trustpro.eu/docs/qcps-en.pdf
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Key Usage: keyCertSign - cRLSign

Thumbprint algorithm: SHA-256
Thumbprint: FE:F2:92:B6:CA:09:1A:0F:9D:D0:66:78:6A:F8:0B:71:42:27:67:EC:3A:50:2A:42:E6:B6:6C:01:49:
C3:7E:92
X509SubjectName
Subject C: IE
Subject L: Dublin
Subject O: TrustPro QTSP Ltd
Subject OU: QTSP
Subject CN: TrustPro Qualified Root CA 1
Subject 2.5.4.97: NTRIE-637218
X509SKI
X509 SK 1 20sZIvWOILKrYvBtS VjiHw210mw=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted
Service status description [en] undefined.
Status Starting Time 2019-09-23T23:00:00Z

3.3.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SveInfoExt/RootCA-

3.3.2 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvclnfoExt/ForeSignatures

3.3.3 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvclnfoExt/ForeSeals
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4 - Signature node - 1d: id-2171190982edd8b448f47c56d3c8d157

Signing Time

2020-07-17T14:51:55Z

TSL Scheme Operator certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer 2.5.4.97:

Issuer C:

Subject CN:

Subject GIVEN NAME:

Subject SURNAME:

Subject O:

Subject OU:

Subject L:

Subject ST:

Subject C:

Valid from:

536153109969990600414472529090959139055875053397

MIIHSDCCBTCEAWIBAIUXenv290iwSsioW6£72/vT6Vql 1UwDQYJIKoZIhveNAQELBQAwgYEXCzAJ
BgNVBAYTAkSMMRewFQYDVQRhDASOVFIOTC0zMDIzNzQIOTEgMB4GA I UECgwXUX VvVmFkaXMgVHI1
c3RsaWSrlEIuVidxNzA 1 BgNVBAMMLIF1b1ZhZGIlzIEV VIElze3VpbmegQ2VydGlmaWNhdGlvbiBB
dXRob3JpdHkgRzQwHhcNMjAWNZE2MTA IMTQzWheNMEwNZE2MTEWMTAw W CB1JELMAKGA 1UEBhAMC
SUUxDzANBgNVBAgMBKR 1 YmxpbiEPMAOGA I UEBwwGRHVibGluMSAwHgYDVQQLI DB(]DAG”7IBL'7‘/VN(Y
bl|19~b2d51E91nZanZTFD MEEGA IUECgW6RGVwYXJ0bWVudCBvZiBDb21tdW5pY2F0aW9ucywgQ2x;

b WI “0ZSBBY3 7pr’4«/:ul bnZpem9ubW' VudDLPMAOGA 1UEBAWGSGluY2hSMRewFQYDVi QQqDA5Sb5H

(GAIUEAwwLUn 'CSqGSIb3DQEBAQUAA4IBDWAwW
ggEK/mlBAl)L ZWNman"Q(}Lan()L 7§l|h/NK()t6y:‘¢Ol fBCx{FjmK 1 HsCAqr9gDEi 7DOKBFV jLjc7eb
Cgb0QOC SIpK 14O, G5XiqDHICInT4hOE] Vi

o INeXvaEU, IpxIroFen VPSigbDBkpLo/{LaasGVWIDPS 45 AZS6iehCim - pihikX9mey 7AOa
mmwtsMznZgaEbQorvdkamypsmuﬂk empxZ1mI§Xe9dqz0K 77Uxa/vCwAThIx ToK throd
nydPLXxqKb0XXBOOY DL RIdABOIASMBAAGggIMIICWzA fBeNVHSME
GDA WgHT)«!OOsASx]thlKaflXGU6SZLMDBngyBgFFBOL AQRIMGkwOA YIKwYBBQUHMAKGLGhO
dHAGLy90GVzdC 5xdW9ZYWRp¢2dcbZJhb( S7b20x XZIAWNZQuY 3I0MC 0GCCSG.
dHRw( b2NzcC5xdW92Y WRpe2dsh2IhbCSb20wWa YD
NDYNA YIKwYBBQUHA gFWKGhOdHAziI ngdzw‘xv\ dmFkaXNnbGiY Wiw
CQYHBACL7EABAjApBeNVHSUEIjAgBgerBgEFBQeDAgYIKwYBBQUHAWQGCisGAQQBgicKAwwwe YAG
CCSGAQUFBWEDBHOWSAK BagrBeEFBOCL ATAIBEYEATSGAOEWCA Y GBACOREEEMBMOBEQARY BBAI
BacEAISGAQYBMDsGBZQAjkYBBTAXMCSWK WhOdHBZOi8vd3d3LnF1b3ZhZGlzZ2xvYmFsLmNvbS9y
ZXBve210b3ISEwJlbjA 7BgNVHRSENDAYMDCgLgAshipod HRwOISvY 3IsLnF1b3ZhZGlzZ2xvYmFs
LmNvbS9xdm1YZFnNC3jcmwwHOYDVROOBBYEFDy+SWAINKIS2qginyFAY 151U VSMAIGA 1UADWED
/wWQEAWIGWDA TBgoghkiG9yS8BAQkCBAUWAWIBATAOBgoghkiG9ySBAQkBBCYwIAIBAYYfaHROcDov
L3RzLnF163ZhZGlzZ2xvYmFsLmNvbS9ldTANBgkqhkiGOwOBAQSFAAOCAGEABTVwXIPEKCAP3y
F1jS798f6+Ip7rusPogMyfjF+NsNeg366xkzsxGTX WG+LiLA VdbrsD5w69S60pCOBGtY bpN 7pvdg
iQ3y2gN4xrQTwHsEdupi3ok W96N6yKhHIL 9gKOHY gwiBVLiEi/Uq9tonOLSTPNPdvclaSTAYNlze
(NMMPP7cGmXwASI1i2yCwW3hjWYPAGbI9vsq+HGKVKYA/SykIJAUITY YkOGacej VkrCZUGb 7vawfq
AN3gVMJh3aVPhX2070UFE69y VxMmLXN1ghQTKszUTCISAd1cKu9pFHOfyLuF0Y+HiwmaBha7a+q
NBIwkMadFI2tY 7FQyt3HIBP+Be7W-+Y53ijE/EQPx39bBvrRW2mHx 06 YysROdWx8 7L.z5G50lshel
CoKhEdec4AvL7WIXZFHNwsm10Wn e2Q/ESpm3ce xBe luGGmay GGiYNOOKidEg X GaxRiLX
XJ7RR01RPJ}H ‘NINGjoL 76B020gksnMLIK thELFKSiOQxS WRo/b70gDPNCSbrSmUgsNIM8Mez+q
L7RIOubd/Uehm 7KiQrTmuGQUGWHGbPhIRKXLP/sFII7I0StrG6h0Tdqw2y WFVDIL6Ag808K
OEIErLARChiRwwSOSGSGNET) PIBUML CKLxZjbe T YcRuFmNVAL Sw/gh

END CERTIFICATE-

SHA256withRSA

QuoVadis EU Issuing Certification Authority G4

QuoVadis Trustlink B.V.

NTRNL-30237459

NL

Rory Hinchy

Rory Alexander

Hinchy

Department of Communications, Climate Action & Environment

Chief Technology Office

Dublin

Dublin

IE

Thu Jul 16 12:51:43 CEST 2020
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Valid to:

Public Key:

Authority Key Identifier

Authority Info Access

Certificate Policies

Extended Key Usage

QCStatements - crit. = false

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

FriJul 16 13:01:00 CEST 2021

30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B3:58:D9:A7:15:DD:90:D0:BA: 1 7:90:E5:3B:B2:18:65:34: AD:2B:EB:2F:0E: D5:F0:42:C5:F1:63:98:AD:47:B0:20:2A:
AF:DS: ‘A0:A0:45:BE:32:E. 9B:0A:06:F4:40:E( F:6A. 5:FC:CE. 2:88:E0:E9:A6:B5:93:F8:82:71:EF:B2:73:C9:F8:A1:B! SA. D0:40:75:81:99:76:
6:A7:19:6B:E8:58: E:82:75:2D:A6:AC:19:5C:08:0C:FF:35:E3:78:C0:67:CE:A3:7A:10:A6:C3:EA. :EC:03:9A:89:2B:5
9D:66:97:C5:DE:F5:DA:B3:D0:AE:FB:53:16:BF:BC:2C:38:4E:19:71:4E:72:9F:86:BA: 1 D:A9:EC:2A:4A:0A:41:68:1C:F3:1
:01:00:01

03:AB:61:DD:36:BE:42:DA:47:DA:
:8C:6A:29:BD:31:C4:14:0E:CB:76:FD:2D:18:DD:00:13:89:02:03

F2:E0:ED:2C:03:9C:63:6C:38:65:2A:C7:E4:5F:4A:3A:4B:67:8D:88

http://trust.quovadisglobal.com/qveucag4.crt

http://uw.ocsp.quovadisglobal.com

Policy OID: 1.3.6.1.4.1.8024.1.400
CPS pointer: http://www.quovadisglobal.com/repository

Policy OID: 0.4.0.194112.1.2

id kp clientAuth - Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12

id_etsi_qcs QcCompliance

id_etsi_qcs QcSSCD

http://crl.quovadisglobal.com/qveucag4.crl

3C:BE:E5:60:23:36:4B:7C:DA:A8:09:9F:21:40:CB:BE:63:21:45:52

digitalSignature - nonRepudiation

SHA-256

E1:82:55:AB:B9:AA:ED:1C:EC:EA:28:1A:51:75:58:4B:95:84:15:3B:B8:B6:2B:96:B8:C4:E1:A1:0
B:AD:5E:48
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	TSL Scheme Information
	Pointer to other TSL - EUROPEAN UNION


	1.EU TSL - MimeType: application/vnd.etsi.tsl+xml




	1 - TSP: Post.Trust Ltd


	1.1 - Service  (withdrawn): Post.Trust Ltd - qualified certificate service


	1.1.1 - Extension (not critical): additionalServiceInformation


	1.1.2 - Extension (not critical): Qualifiers [QCWithQSCD]


	1.1.3 - Extension (critical): additionalServiceInformation


	1.1.4 - History instance n.1 - Status: granted


	1.1.4.1 - Extension (not critical): additionalServiceInformation


	1.1.4.2 - Extension (not critical): Qualifiers [QCWithQSCD]


	1.1.4.3 - Extension (critical): additionalServiceInformation



	1.1.5 - History instance n.2 - Status: undersupervision


	1.1.5.4 - Extension (not critical): additionalServiceInformation


	1.1.5.5 - Extension (not critical): Qualifiers [QCWithSSCD]





	2 - TSP: Adobe Systems Software Ireland Ltd.


	2.1 - Service  (granted): Adobe Qualified Timestamp CA



	3 - TSP: TrustPro QTSP Ltd


	3.1 - Service  (granted): TrustPro Qualified CA 1 for eSignature


	3.1.1 - Extension (not critical): additionalServiceInformation


	3.1.2 - History instance n.1 - Status: granted


	3.1.2.1 - Extension (not critical): additionalServiceInformation




	3.2 - Service  (granted): TrustPro Qualified CA 1 for eSeal


	3.2.1 - Extension (not critical): additionalServiceInformation


	3.2.2 - History instance n.1 - Status: granted


	3.2.2.1 - Extension (not critical): additionalServiceInformation




	3.3 - Service  (granted): TrustPro Qualified Root CA 1


	3.3.1 - Extension (not critical): additionalServiceInformation


	3.3.2 - Extension (not critical): additionalServiceInformation


	3.3.3 - Extension (not critical): additionalServiceInformation




	4 - Signature node - Id: id-2171f90982edd8b448f47c56d3c8d157



